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DUSK Suite, a Multi-Protection Solution

Mobility and a rigid regulatory climate, focused on DUSK Suite Protection offers a multi-protection license package
controlling  corporate information,
challenge today’s IT administrators charged with  protection includes:
securing organizational data and networks.

significantly  that lets you shape the solution as you need it. DUSK Suite multi-

e DUSKWatch to control peripherals and mobile devices on your

In response, the DUSK Suite, a configurable network with audit and tracking capabilities.

software solution, reduces mobile vulnerabilities, ¢  DUSK-USB to protect USB keys and HDDs, memory cards and
raises situational awareness, and prevents data Firewire ©

leakage. e  DUSK-CD to protect CD-ROMs and DVDs.

DUSK-USB Corporate Edition for USB Device Protection

DUSK-USB Corporate Edition for Mobile Device protection secures with simple drag'n drop encryption technology. Hardware

independent.

Centralized or decentralized protection installations

Drag n’ drop encryption

Works with limited (User) and unlimited (Administrator) privileges

Protects USB mass storage devices (USB flash memory drives, USB hard disk
drives, memory card, Firewire ©) regardless of size, brand or type

Reads, writes and encrypts outside organization’s network without restriction
Driverless (no software required on host Pc)

Full device protection preventing misplaced files or virus introduction

Multiple secured partitioning of USB drives possibilities

Password recovery and Administrator recovery key

Bilingual solution (English / French)

Active Directory configurable

Records activities of files copied onto protected USB devices for better risk
assessment when a protected device is lost

Back-up and shadow copy of encrypted data content for easy data recovery

DLP Lite Functions

DUSKWatch for Mobile Device Control

Should your organization’s security policy require that mobile data be encrypted at all time, or should you wish to prevent illegal
intrusions on your network, DUSKWatch will provide you peace of mind. DUSKWatch controls peripherals connected to your
network and keeps track of mobile device activities.
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Compels the use of authorized and DUSK-USB protected devices

Authorizes selective USB devices or specific secured partitions of USB drives
Controls USB mass storage devices such as flash drives, USB HDD, iPods,
cameras, memory card readers, floppy disks, CD-ROMs and DVDs

White and Black Lists of devices

Read-only option of unprotected USB devices

Informs on mobile device activities on network to better identify vulnerable
workstations to illegal intrusions

Records logs on files leaving your network on DUSK-USB protected devices
Controls file formats and data file volume leaving your network

Log alerts and emails alerts

Keeps back-up and shadow copies of DUSK-USB protected devices

Emergency setting to withdraw all permissions at once

Works with limited (User) and unlimited (Administrator) privileges

Active Directory configurable
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DUSK-CD Corporate Edition for CD-ROMs and DVDs

DUSK-CD Corporate Edition is a protection to secure mobile data on CD-ROMS and DVDs. Burned directly onto the disk with the
protected data; DUSK-CD lets Users decrypt files from any workstation.

e  Drag n’ drop encryption

e  Reads and decrypts files outside organization’s network without restriction

e  Enables to add files to DUSK-protected CD-ROMs and DVDs from the workstation on
which the DUSK-CD installer is located

e Works with limited (User) and unlimited (Administrator) privileges

e  Administrator recuperation key for lost or forgotten User passwords

e  Active Directory configurable

DUSK Suite Specifications and Requirements

DUSK Suite Specifications

Security Public Key Encryption

Protection FIPS 140-2

User Password Structure Configurable by Active Directory

Algorithm Encryption AES - 128/192/256 bits - CBC/ECB/OFB/CFB Mode
Strong Authentication Using Password and Private Key File

RSA Algorithm RSA 1024/2048/4096

Canadian Solution English, French

DUSK Suite Requirements

Application Volume Size | 20 MB

- Windows XP 32bits
- Windows Vista 32bits/64bits
Operating Systems - Windows Seven 32bits/64bits

- Windows Server 2003 32bits

- Windows Server 2008 32bits/64bits
- Windows Terminal Server

- Citrix Terminal Server

Virtualization

Database MSSQL / MySQL / PostGreSQL
I Installation | MSI file: Can be installed manually, using SMS or using GPO
l Configuration | Active Directory / GPO
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