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IIInnntttrrroooddduuuccctttiiiooonnn   

At DeltaCrypt, we are committed to helping you protect your data in the simplest ways possible.  

What do we mean by protection? When it comes to your own data, it means knowing that no-one can 
read it unless you let them. For data you receive from someone else, it means knowing that non-one can 
read it while it is being sent, and that you can be sure that it came to you a) unchanged (data integrity) 
and b) from the right and correct person (data authentication). 

DeltaCrypt makes your files unreadable with its sophisticated encryption protection. You can be sure that 
your encrypted files have not altered because any changes would be detected. DeltaCrypt makes 
integrity protection and authentication available for ñcleartextò (unencrypted) files through its digital 
signatures, which permits you to be sure that nothing in the document has changed since it was signed. 

The key to all of this protection is the public keys, and DeltaCrypt provides the tools for managing these 
keys, depending on the security level you need: 

¶ You decide if you want to memorize the passwords you use within a single session from a few 
minutes to the duration of the whole session.  

¶ We carefully distinguish between the keys you create (and for which you know the password) and 
those you receive from other people, so that you donôt lose access to your files (because you 
canôt decrypt a file created with someone elseôs public key). 

¶ We provide the option of providing as much identifying data as you want with your public keys. 

¶ Send a key to a correspondent quickly and easily by email from the tooltray, knowing that each 
public key has a unique name and number combination. 

We simplify your work by including the most commonly-used actions in the right-click menu.  

Even more importantly, we also permit you to automate the way you protect the files on your computer 
with automated actions at logoff and at set intervals. 
 
With all of this thought out for you in advance, all you have to do is to decide which files require 
DeltaCrypt protection! 
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GGGeeettttttiiinnnggg   SSStttaaarrrttteeeddd   

DeltaCrypt Public Key Encryption Software Applications are offered in four different applications: 

¶ Automatic Pro © 

¶ Automatic Pro Limited © 

¶ One Click © 

¶ Secure Backup © 
 
All of them are described in the section below. 

Using Automatic Pro © or Automatic Pro Limited ©  
 
The Automatic Pro © and Automatic Pro Limited © solutions offer basic encryption functions together with 
automatic functionalities to encrypt your data. Get the peace of mind that comes from knowing your data 
is duly protected and, therefore, that no-one has access to it unless you wish them to. 

The only feature that differs between the two solutions is the creation of the public key. The Automatic 
Pro Limited © does not enable any public key creation. Therefore if you are using the protection for your 
own benefit, choose to install the Automatic Pro ©. 

If you wish to keep control over the key creation and the keys distributed to users, choose to install the 
Automatic Pro © on the administrator workstation and to install the Automatic Pro Limited © on the users 
workstations. By keeping control over the usersô keys, the administrator can recuperate data encrypted by 
users if needed. 

Available Features 
 

Features Descriptions Refer to Section 

Send your public key to third parties so they can encrypt data that only 
you will be able to decrypt. 

Send a Public Key 
Receive a Public Key 

Select files and folders on-the-fly to encrypt/decrypt individually. Encrypt One-to-One 
Enc/Sign One-to-One 
Decrypt 

Select files and folders on-the-fly to encrypt/decrypt as batch. Encrypt as Batch 
Enc/Sign as Batch 
Decrypt 

Select files and folders on-the-fly to sign or to verify the file signature. Sign 
Signature Verification 

Create a command to automatically encrypt/decrypt a predefined 
selection of files and folders. 

Express Command 

Select files and folders to automatically encrypt at logoff and to Logon / Logoff 
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automatically decrypt at logon. Encryption 

Safely shred files and folders on your computer so that deleted files can 
not be reconstructed. 

File Shredder 

Select files and folders to encrypt at a specific time interval. Time-Interval Encryption 

To work on an encrypted file, double-click on it, make your modifications, 
save and close your file. The file will automatically be decrypted when 
opened and re-encrypted when closed. 

Automatic Re-encryption 
of One-to-One Files 

Automatic Pro © 

Step 1: Install 

First, install the application. 

Type of User Software to Install 

Self User Automatic Pro © 

If you are using the protection for your own benefit, choose to install the Automatic 
Pro ©. 
 

Network 
Administrator  

Automatic Pro © 

If you are an administrator and you wish to manage and to keep control over the 
keys distributed to users, choose to install the Automatic Pro © on the administrator 
workstation and to install the Automatic Pro Limited © on the usersô workstations. 
This way, the administrator can recuperate data encrypted by users if needed. 
 

Please refer to the section Installation for more details. 

Step 2: Register 

Register the application license. Please refer to section Register for more details. 

Step 3: Create Your Public Key 

Create your public key. 

Type of User Create your Public Key 

Self User If you are a self user, start by creating your own public key and set it as the default 
one to encrypt. 

Network If you are a network administrator, a public key must first be created and distributed 
to each user for encrypting. A public key can also be created and distributed to a 
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Administrator group of users working on shared files. The administrator must keep track of the 
keys created and their associated password. Please record this information in a 
safe place! 

 
Please refer to section Create Public Key for more details. 

Step 4: Ready To Use 

Finally, you are now ready to fully benefit from DeltaCrypt protection. 
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Automatic Pro Limited © 

Step 1: Install 

First, install the application. 

Type of User Software to Install 

Users 

 

Automatic Pro Limited © 

If you are a managed user, choose to install the Automatic Pro Limited ©.  

Please refer to the section Installation for more details. 

Step 2: Register 

Register the application license. Please refer to section Register for more details. 

Step 3: Get A Public Key From The Administrator 

Your network administrator will provide you with a public key for encrypting files. Please refer to the 
section Get a Public Key (from the Administrator) for more details. 

Step 4: Ready To Use 

Finally, you are now ready to fully benefit from DeltaCrypt protection. 

 

 



  
Page | 10 DeltaCrypt Technologies Inc. ï Userôs Manual 

v11.6 
  

    
 

Secure Backup © 

The Secure Backup © solution takes a secure copy of files and folders and places this secure copy in a 
separate backup folder location. 

Features Available 
 

Feature Descriptions Refer to Section 

Select files and folders on-the-fly to individually encrypt/decrypt. Encrypt One-to-One 
Decrypt 

Select files and folders on-the-fly to encrypt/decrypt as batch. Encrypt as Batch 
Decrypt 

Create a backup copy to automatically encrypt a predefined selection of files 
and folders. 

Secure Backup 
 

Step 1: Install 

First, install the Secure Backup © solution. Please refer to the section Installation for more details. 

Step 2: Register 

Secondly, register the application license. Please refer to the section Register for more details. 

Step 3: Create Your Public Key 

Thirdly, create your public key for encrypting. Please refer to the section Create Public Key for more 
details. 

Step 4: Ready To Use 

Finally, you are now ready to fully benefit from DeltaCrypt protection. 
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One Click © 

The One Click © solution is a personal version for noncommercial use only. The One Click © solution 
encrypts your data manually. Safely exchange with correspondents by sending them your public key to 
use to encrypt data that only you will be able to decrypt. This way, you are assured that nobody else can 
access your sensitive data without your consent. 

Features Available 

Finally, you are now ready to fully benefit from DeltaCrypt protection. 

Feature Descriptions Refer to Section 

Send your public key to correspondents to encrypt data that only you will be 
able to decrypt. 

Send a Public Key 

Select files and folders on-the-fly to individually encrypt/decrypt. Encrypt One-to-One 
Enc/Sign One-to-One 
Decrypt 

Select files and folders on-the-fly to encrypt/decrypt as batch. Encrypt as Batch 
Enc/Sign as Batch 
Decrypt 

Select files and folders on-the-fly to sign or to verify the file signature. Sign 
Signature Verification 

Step1: Install 

First, install the One Click © solution. Please refer to the section Installation for more details. 

Step 2: Register 

Second, register the application license. Please refer to the section Register for more details. 

Step 3: Create Your Public Key 

Thirdly, create your public key for encrypting. Please refer to the section Create Public Key for more 
details. 

Step 4: Ready To Use 

Finally, you are now ready to fully benefit from DeltaCrypt protection. 
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Installation                                                                                                                    
(Automatic Pro ©, Automatic Pro Limited ©, Secure Backup ©, One Click ©) 

To install your new software application, simply double-click on the DeltaCrypt installer: 

Å Make your language selection and click ñNextò 

Å Read the DeltaCrypt Readme file and click ñNextò 

Å Read the license agreement, accept it and click ñNextò 

Å The application will then install on your computer 

Å Click on the ñFinishò button when the installation is complete 

Å Accept to restart your computer 

Default Folders Created By The DeltaCrypt Installer 

DeltaCrypt automatically creates the following folders at installation: 

1. In your My Documents folder, a folder named DeltaCrypt will be created containing the following 
sub-folders: 

 My Documents 
 DeltaCrypt 

 Encryption Default location for: Batch Encryptions 
 Decryption Default location for: Decryptions 
 Express  Default location for:  Express Commands  

Express Encryptions 
Logoff Encryptions 

 Public Key Default location for: Public Keys 
 Private Key Default location for: Private Keys 

2. The DeltaCrypt program folder (created in the location you specified at installation; by default it is 
C:\Program Files\DeltaCrypt). 

DeltaCrypt Icons Creayed By The Installer 

Upon installation, a DeltaCrypt program icon is placed on your desktop, in the All Programs listing of your 
Start Menu and in the System Tray of your Windows taskbar as shown in the accompanying screen shot.  
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The icon in the System Tray (not for Secure Backup ©) will be quite useful to you because it enables you 
to directly access all of the DeltaCrypt application functions without having to launch the application itself. 
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RRReeegggiiissstttrrraaatttiiiooonnn                                                                                                                                                                                                                                                                                                                                                            
(((AAAuuutttooommmaaatttiiiccc   PPPrrrooo   ©©©,,,   AAAuuutttooommmaaatttiiiccc   PPPrrrooo   LLLiiimmmiiittteeeddd   ©©©,,,   SSSeeecccuuurrreee   BBBaaaccckkkuuuppp   ©©©,,,   OOOnnneee   CCCllliiiccckkk   ©©©)))   

To register, you must have access to the Internet and you must have already installed your DeltaCrypt 
software application. Once registered, you will have unlimited use of our product. Registration involves 
purchasing a license and obtaining from DeltaCrypt a serial number to enter in the license embedded in 
the DeltaCrypt application. 

Register 

¶ Double click on the desktop application icon. 

 

¶ Choose Register to the following pop-up question. 

 

¶ About About pop-up to register will then appear. To get the About pop-up, you can also select Help 
> About from the DeltaCrypt application menu. 
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¶ In the About pop-up window, enter your email address and click on the Registration button. 

If the computer on which you installed DeltaCrypt application does not have Internet access, you can 
perform registration by visiting the DeltaCrypt web site at 
http://www.deltacrypt.com/english/products/register.html from another computer. 

¶ A serial number will be emailed to you immediately. The email address you used to get a serial 
number must be the one that is associated with your purchase of our records. This email address will 
be used to identify you in the future. Please record this information in a safe place!  

¶ Letôs return to the About window. Enter the serial number found in the DeltaCrypt email, and click on 
the OK button to complete the registration process. 

 

Register An Expired Trial Version 

When your free trial version has expired, you will be required to purchase and register a license to 
continue using the software application. Please register as described above, in the Register section. 

http://www.deltacrypt.com/english/products/register.html
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Re-Register When Upgrading Your Windows System 

Upgrading your version of Windows (from Vista to Seven, for example) will prevent the DeltaCrypt 
software from functioning as the registration process is linked to your Windows system. The Register 
window will pop-up asking to register your application when launching the software. To resolve this 
situation, all you need to do is to re-register your application software free of charge on our web site. 
Simply click on the About button found in the Help section of your application, use the same email 
address as you originally used to purchase the software. A new serial number will be emailed to you 
immediately after you re-register. To complete the process, enter the email address and your new serial 
number in the Help > About window, and click on OK.  
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PPPuuubbbllliiiccc   aaannnddd   PPPrrriiivvvaaattteee   KKKeeeyyysss   

Create Public And Private Keys 

The public key is used for encrypting data on your machine. It can also be used by a correspondent who 
wants to send you a secured document. The private key is required when decrypting data. 

¶ If you run your DeltaCrypt software for the first time, select Yes to create your public and private keys. 

 

¶ If it is not your first session, click on the Create a Public Key button. 

 

¶ Provide the necessary information to create your public and private keys. 

 

1) Indicate the key name. 

2) Indicate the key password. Remember: 
- This PASSWORD IS REQUIRED to decrypt any files 
encrypted with the public key you are creating. In 
addition, do not forget where you store the private 
key file. THIS PRIVATE KEY FILE IS REQUIRED to 
decrypt any files encrypted with the public key. 

3) You also have the possiblity to impose a time limitation 
of your choice to the keys. When expired, you will be 
able to decrypt your files, but will be prevented to 
encrypt new ones. 
 

¶ Provide information to identify yourself as the public key owner. To finish creating your keys, click on 
the Create button. All files are optional. 
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¶ If running your DeltaCrypt software application for the first time, select OK to set this public key as the 
default one. 

 

¶ DeltaCrypt strongly recommends that you encrypt a dummy file with your public key to make sure 
you remember your password and where you stored the private key (in My 
Documents/DeltaCrypt/Private Key by default) element for decryption. This is especially important if 
you intend to delete your original file after encrypting. To test-drive your key, refer to the following 
section Remember your Password for detailed instructions. 

WARNING: 
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No-one, not even the DeltaCrypt programmers, can decrypt a file without the correct password 
and the private key; so, make sure to record them safely! 

Test-Drive Your Password 

¶ Right-click on your desktop and select New > Text Document and name the new text file Dummy. 

 

¶ Right click on the Dummy.txt file and select DeltaCrypt > Encrypt One-to-One. 

 

¶ Double-click on the Dummy.txt.dti file now found on your desktop to decrypt, enter the password (and 
select the private key file if not in the private key default folder) and select Decrypt. If you entered the 
correct password and selected the correct private key, the Dummy file will then successfully decrypt. 
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Send A Public Key (To A Correspondent) 

In order to exchange data securely, you can send your public key to your correspondents. Then when 
your correspondents have data to securely send you, they encrypt their selection using your public key 
before sending it to you.  When you get their encrypted files, you decrypt them with the password used to 
create your public key and the private key. 

Using Your Email Software 

¶ Click on the Send a Public Key button from the application main menu. 

 

¶ Select your public key from the list and click on the Select button. 



  
Page | 21 DeltaCrypt Technologies Inc. ï Userôs Manual 

v11.6 
  

    
 

 

¶ Your default email software will be launched, creating a new email message with the public key 
already attached to it. Simply fill in the email details and content of your choice. 

 

Receive A Public Key (From A Correspondent) 

Using Your Email Software 

¶ When you receive by email a public key from a correspondent, you will receive it as an attachment. 
Simply double click on the attachment. 
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¶ Select Open and the public key that you received will automatically be copied into your DeltaCrypt 
Public Key default folder. 

 

 

Get A Public Key (From The Administrator) 

Please refer to section Receive a Public Key (from a Correspondent) just above.  

To Learn More On Public Key Encryption 

DeltaCrypt Encryption Solutions offer uniquely identifiable public key encryption. They can authenticate 
the identity of a sender and provide the evidence that the integrity of a document is protected. They also 
enable users to protect their document contents from being accessed and viewed by everyone. 

In Public Key Cryptography, there are two different but related keys: a Public key and a Private Key. 
The Public Key is generated from a password (called the Secret Key).  What is encrypted with the public 
key can only be decrypted with its corresponding password (Secret Key) together with its associated 
Private Key.  

The public and private keys once generated first allows you to encrypt some or all of your data in total 
security. Secondly, using your public key, a correspondent can safely send you encrypted files. Upon 
reception of the encrypted file, only you will be able to decrypt it by using the same password (Secret 
Key) used to generate your public key and its private key component. 

The scheme below describes : 

¶ Public and Private Keys creation 

¶ Public and Private Keys Use for Encryption and Decryption 
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A public key can safely be shared with anybody. Encrypted data files can only be decrypted by someone 
who knows the public key password and has the private key associated to the public key used for 
encryption.  However, the reverse process (encrypt with the password, decrypt with the public key) is not 
possible at all. 

Public keys can be authenticated to ensure that they have not been altered by anyone. When a public key 
is validated, DeltaCrypt displays the key owner identifying information. (Please refer to the section 
Validating a Public Key.) 

A private key and the associated password may also be used to sign any file to provide clear proof of the 
identity of the person sending it. This authentication can be very useful when exchanging encrypted 
documents or clear text ones; if the recipient possesses the public key associated to the key used for 
signing, DeltaCrypt can confirm that the document was signed by its owner as well as that the document 
has not been altered at all. (Please refer to the sections Sign and Signature Verification.) 

Public And Private Key Location 

At installation, DeltaCryptôs installer creates sub-folders called Public Key and Private Key for storing 
your keys; these are located in the DeltaCrypt folder found in your My Documents folder. DeltaCrypt uses 
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these sub-folders as the default ones unless instructed otherwise in your DeltaCrypt Tools > Options 
then Preferences. (Please refer to the section Options.) 

Public Key Password 

DeltaCrypt public keys are generated from user passwords. Therefore, what is encrypted with a public 
key can only be decrypted with the password from which the public key was derived from and the private 
key element also generated when creating the public key. The private is created into My 
Documents\DeltaCrypt\Private Key folder. 

Remember the password used when creating each public key, because THIS PASSWORD WILL BE 
REQUIRED to decrypt any files encrypted with that public key. There is no way to recover or rebuild a lost 
password.  

The password you enter can be any sequence containing from 6 to 1024 characters.  Multi-word 
sentences with embedded spaces, punctuation marks, any key, upper or lower case are all recognized 
and accepted as passwords. The longer the password, the greater the level of security you generate. 
Passwords are case sensitive. 

Normally, you must enter your password a second time for confirmation purposes. You can eliminate the 
need for confirmation by checking the option to view the entered password. Be aware that this may 
render your password vulnerable by displaying itðbe sure your screen cannot be seen while entering it! 
Then click on the OK button. 

Hint: Once your public key is created, we strongly recommend that you encrypt a demo file with it to make 
sure you remember your password for decryption. This is especially important if you intend to have the 
DeltaCrypt software delete your original files when encrypting. 

Public And Private Key Name  

When a public and private key is created, it is given a unique name. This unique name is a first level 
security measure to prevent falsification: CHANGING THE NAME IN ANY WAY WILL RENDER THE 
PUBLIC OR PRIVATE KEY INVALID. This feature is exclusive to DeltaCrypt Encryption Solutions.  

To identify your public key, just fill in a name of your choice, for example: John Doe. Once generated, the 
public key in our example would be « Dti John Doe_12345678.dpk » or « Dti John Doe_12345678 ».  

The public and private key names are made of the following four elements, which are explained in detail 
in the following paragraphs: 

ü Personalizable prefix Element « Dti » 
ü Name Element « John Doe » 
ü Numeric Element  « _12345678 » 
ü Suffix Element: 

o Public Key: « .dpk » (Suffixes are not displayed on some computers) 
o Private Key: « .drk » (Suffixes are not displayed on some computers) 

Personalizable Prefix Element  

DeltaCrypt inserts an exclusive identifier at the very beginning of the key name: the prefix « Dti ». 
This identifies that the key you just created is from a DeltaCrypt Encryption Solution. 
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Our Corporate Encryption Products offer the option of personalizing this prefix by including your 
organizationôs name. This personalized prefix would then appear at the beginning of the public key 
name instead of the prefix « Dti ». This feature enables easy identification of the organization from 
which the key originates. During a demo period, this prefix reads « Dti Demo ». 

Name Element 

The public key name then includes the name you have provided as a set element.  Its purpose is to 
identify the owner of this public key and is normally made up of a first and last name. In our example 
it is John Doe. 

Numeric Element 

An underline, followed by a maximum 10 digit random number, is automatically added to the 
previous two elements. This element makes it impossible to obtain two identical public keys from a 
same password. 

Suffix Element 

DeltaCrypt generates a Suffix Element to complete the public and private key name: « .dpk » and 
« .drk ». If your computer is set up to display suffixes, you will see this; otherwise, it will be hidden 
from view. 

Double-Clicking A Public Key 

Double clicking on a public key not located in the DeltaCrypt Public Keys default folder will automatically 
move it to the default folder, so it can easily be selected for encrypting. 

Identify The Key Used To Create An Encrypted File 

The name of the public key used to encrypt a given file can be determined in one of two ways:  

1. Right click the encrypted file and choose Public Key Name from the menu; a message will 
appear, indicating the name of the public key used to encrypt the file; or 

2. Right click on the encrypted file and select Properties; the Public Key tab will display the name 
of the key, and will also provide indication if it is not valid. 

Validating A Public Key 

DeltaCrypt Encryption Solutions always verify the validity of the public key before encrypting a file to 
ensure that it has not been modified in any way. If you want to validate a given key, right click on it and 
select Validate. It will be indicated if the key is valid together with the name of the owner and his 
identifying data. 

Right clicking on a public key and choosing Validate will tell you if the public key name has been changed 
or its content. The program will also display any additional information that was entered to identify the 
owner at the time that it was created (see Information to Identify the Owner of the Key). If it is invalid, 
a pop-up message will inform the user. This same information is also available from the Owner tab found 
in the Properties window (Right-click > Properties). 
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EEEnnncccrrryyypppttt   ///   DDDeeecccrrryyypppttt   

Do you need to protect a single file? No problem! Simply right click on the file and choose the Encrypt 
One-to-One option from the DeltaCrypt menu. DeltaCrypt will encrypt this one file, storing it in the same 
folder as the original. 

Do you need to protect a single folder content (including all files found in its subfolders)? Just right click 
on the folder, choose the Encrypt One-to-One option from the DeltaCrypt menu. All files found in the 
selected folder and its sub-folders will be encrypted individually and stored in their original location. 

Do you want to protect one or more folders and/or several files at once? Simply open DeltaCryptôs main 
menu and choose the option that works for you: merge all of your encrypted files into a single ñbatchò or 
create one encrypted output file for each individual original file (ñOne-to-Oneò Encryption). When you 
have selected from among the helpful options, click on the Encrypt button and you are done.  
 
The One-to-One and Batch options and procedures are explained in the following sections. See the 
Suggestions section for some ideas on how to make the best use of these encryption options. 

Encrypt One-to-One And Enc/Sign One-to-One 

When you select Encrypt One-to-One, every selected source (original) file is encrypted individually. You 
end up with a single encryption for every original files selected. These encryptions remain in their original 
folders and keep their original names. This offers the advantage of being able later to decrypt just the one 
encrypted file you need while all of the others remain protected. 

To individually encrypt your selections, select the Encrypt One-to-One button in the main menu(you can 
also access this functionality by double-clicking on a public key, by selecting Encrypt One-to-One from 
the DeltaCrypt icon menu in the System Tray, or with the right-click and the DeltaCrypt sub-menu). 

Selecting Source (Original) Files (One-to-One Encryption) 

After you click on the Encrypt One-to-One button, a window opensallowing you to view all of the files on 
your computer and your network. To access a drive or a folder, click on the + sign. To select a single file 
or a whole folder, click on the square beside its name. When selected, the selection square changes 
colour. To undo the selection, click a second time.  When you select a whole folder or sub-folder for 
encryption, each of the files within it will be encrypted as separate files, saving you the trouble of selecting 
each file individually. If you do not select all of the files within a folder, the selection square changes 
colour half-way. 
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The number of selected files is indicated at the bottom of the file selection box to assist you in confirming 
your selection. This window may be enlarged, if desired, in order to see a wider selection of files and 
folders. 

Any kind of files, created by any kind of application, can be encrypted. No distinction is made between 
one type of file and another, since all information is handled in a raw binary mode.  

WARNING:  
1. DeltaCrypt will not encrypt the default folders indicated in the DeltaCrypt Tools > Options then 

Preferences, nor will it encrypt anything in the folder into which you installed the DeltaCrypt program 
(normally C:\Program Files\DeltaCrypt). Therefore, be certain that the default folders you specify for 
Encryption, Decryption, Public Key, Private Key and Express are kept separate and do not contain 
any folders or files you want to encrypt. 

2. Encrypted files will not be re-encrypted if Encrypt One-to-One is chosen; they can, however, be 
encrypted within a Batch Encryption.  

Delete Original Files (One-to-One) 

When encrypting, DeltaCrypt Encryption Solutions create an encrypted copy of your sources files. It does 
this intentionally so that, during secure exchanges, you can send your correspondent encrypted versions 
of your source files without having deleted them from your computer. (Remember, whatever you encrypt 
















































































