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DATA PROTECTION SIMPLIFIED 

At DeltaCrypt, we are committed to helping you protect your data in the simplest ways possible.  

What do we mean by protection? When it comes to your own data, it means knowing that no-one 
can read it unless you let them. For data you receive from someone else, it means knowing that 
non-one can read it while it is being sent, and that you can be sure that it came to you a) 
unchanged (data integrity) and b) from the correct person (data authentication). 

DeltaCrypt makes your files unreadable with its sophisticated encryption algorithms. You can be 
sure that your encrypted files have not changed because any changes would be detected. You 
can authenticate any encrypted file with a simple right-click that displays the name of the public 
key which created it. DeltaCrypt makes integrity protection and authentication available for 
“public” (unencrypted) files through its digital signatures, which permit you to be sure that nothing 
in the document has changed since it was signed, and by permitting you to identify the public key 
used to create the signature. 

The key to all of this protection is the public key, and DeltaCrypt provides the tools for managing 
these keys, depending on the security level you need: 

·  You decide whether you want each user to create their own keys or whether to manage 
this centrally (Professional version or Corporate version).  

·  You decide if you want to memorize the passwords you use within a single session for 
anything from a few minutes to the duration of the whole session.  

·  We carefully distinguish between the keys you create (and for which you know the 
password) and those you receive from other people, so that you don’t lose access to your 
files (because you can’t decrypt a file created with someone else’s public key). 

·  We provide the option of providing as much identifying data as you want with your public 
keys. 

·  Send a key to a correspondent quickly and easily by email from the tooltray, knowing that 
each public key has a unique name and number combination. 

(It is important that each organization ensures that it manages the passwords to its public keys in 
ways that ensure its on-going protection.) 

We simplify your work by including the most commonly-used actions in the right-click menu.  

Even more importantly, we also permit you to automate the way you protect the files on your 
computer with automated actions at logoff and at set intervals, and we permit administrators to 
control our software’s actions by command lines and with customized Express Commands. 

With all of this thought out for you in advance, all you have to do is decide which files require 
protection! 
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INSTALLING DELTACRYPT ENCRYPTION SOFTWARE FOR PC 

(To install the USB protection version, please refer to the section DeltaCrypt for USB Keys ). 

To install your new software, simply double-click on the DeltaCrypt installer icon. During the 
installation, you will be able to select the language to use (French or English), the folder into 
which the program should be installed, and the components to be installed. 

DeltaCrypt automatically creates the following folders: 

1. Within your My Documents folder, a folder named DeltaCrypt will be created containing 
the following sub-folders: 

Encryption (default location for Batch Encryptions) 

Decryption (default location for decryptions) 

Express  (default location for Express Commands, Express Encryptions and 
Logoff Encryptions) 

Public key (default location for Public Keys) 

2. The DeltaCrypt program folder (created in the location you specified during installation; 
this is C:\Program Files\DeltaCrypt by default). 

A copy of the User Manual is also available on our website in the Customer Support  section. 

  

Upon installation, a DeltaCrypt program icon is placed on your desktop, in the All Programs listing 
of your Start Menu  and in the System Tray in your Windows taskbar as shown in the 
accompanying screen shot. The icon in the System Tray will be quite useful to you, because it 
enables you to access all of the functions of the program without having to open the application 
itself. 

INSTALLING DELTACRYPT USB DEVICE CONTROL APPLICATIO N  

To install your application, double click on DeltaCrypt installation icon. At installation, you may 
choose your language selection (English or French), the folder in which you want DeltaCrypt to 
install as well as all other preferences selections.  

 



 
 
 
 

 
DeltaCrypt User’s Manual Page 8 of 85 
© 2008. DeltaCrypt Technologies Inc. 

 

REGISTER YOUR SOFTWARE APPLICATION 

To register your software, you must have access to the Internet and you must have installed your 
trial version. Once you are registered, you will have unlimited use of our product. (If the computer 
on which you are installing DeltaCrypt does not have access to Internet, you can perform the 
same steps by going to the DeltaCrypt web site on another computer and entering your email 
address at the Registration page found in the Customer Support section). 

Being registered involves purchasing a license in order to obtain a serial number and entering 
that serial number into the DeltaCrypt software.  

TO MANUALLY REGISTER  

To get a serial number, use the About  section of the Help menu from the DeltaCrypt application 
main screen. Selecting Help > About window showing a button that will take you directly to the 
DeltaCrypt registration web page.  

 

The Identification number should be copied automatically into the proper section of the 
Registration web page; if it is not, you can copy it manually from the About  window.  
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A serial number will be emailed to you immediately after you have filled in the required 
registration information on the web page. (It will be sent to the email address that was indicated 
during the registration process). The email address you use to get a serial number is the one that 
will be associated with your registration in our files, and will be used to identify you in the future. 
Please record this information in a safe place!  

Now go back to your software application and the About window; enter the email address that we 
know you by, as well as your serial number, and click on the OK button. 

TO AUTOMATICALLY REGISTER  
 

When you purchase a Corporate Solution personalized version, DUSK for USB Key protection 
Corporate Edition and a DUSKWatch, you will be able to automatically register your license. You 
will need to be connected to the Internet for the automatic registration to function.  
 
If you are using a proxy server for your Internet connection, it is possible that you cannot 
automatically register your application. In such situation, please contact DeltaCrypt. 

Warning: It is possible that your firewall blocks the automatic registration. In such case, you will 
have to manually register your application as described above. 

REGISTERING AN EXPIRED TRIAL VERSION 

When your free trial version has passed its expiry date, you will be required to purchase a license 
and to provide a serial number in order to continue to use the software. Please register as 
described above. If you have a demo version of a Pc application (and not a USB Key protection 
application which installs directly onto a USB device), there is no need to download another copy 
of the trial version; you only need to register the expired demo software. However, if you have a 
USB Key application demo version already installed on your USB key device, you will need to 
install an unlimited version after purchase. You cannot register an expired USB Key application 
demo version.  



 
 
 
 

 
DeltaCrypt User’s Manual Page 10 of 85 
© 2008. DeltaCrypt Technologies Inc. 

TO ACCESS FILES FOUND IN AN EXPIRED DUSK EVALUATION  COPY 

If your evaluation copy has not yet expired, you must remote your files in DUSK before the expiry 
date arrives. Once expired, you will have to purchase a new license to recuperate your files. 

If the evaluation copy has expired and you want to recuperate files, you have to purchase a 
DUSK license and proceed with an upgrade of the expired version on your DUSK device. To do 
so, you will need to install the new license on the key with the expired DUSK evaluation copy and 
when asked, you will have to choose to update  it instead of proceeding with a new installation. 
Of course, if you proceed with a new installation, files found in the expired version will be deleted. 
Once the update is complete, you will simply have to register your new license to access your 
files. 

UPGRADING YOUR WINDOWS SYSTEM 

Upgrading your version of Windows will prevent the DeltaCrypt software from functioning (to the 
exception of our USB Protection application).  The Register  window will appear when you try to 
access the software. To resolve this situation, all you need to do is re-register your application 
software free of charge on our web site (you can get there easily with the About  button in the 
Help section), using the same email address as you originally used to purchase the software. A 
new serial number will be emailed to you immediately after you re-register. To complete the 
process, enter the email address and your new serial number in the Help >About  window, and 
click on OK.  

COMPATIBILITY WARNING 

Our present version 4.0 is not compatible with previous version public keys and encryptions. We 
recommend that before installing the version 4.0, you decrypt all encrypted files. Once installed, 
you should create new public keys and use them for re-encrypting your files. 

GETTING STARTED 

Begin your first session by creating a public key; you will need it both to encrypt your own files 
and for distribution to a third party so that they can encrypt data that only you will be able to 
access. If you are using a DeltaCrypt Automatic Corporate Solution, get your public key from your 
Administrator. 

Hint: Once your public key is created, we strongly recommend that you encrypt a demo file with it 
to make sure you remember your password for decryption. This is especially important if you 
intend to have the DeltaCrypt software delete your original file when encrypting. 
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DeltaCrypt presents the main menu when you open the software. If you uncheck the option Show 
button names in main menu  in the Tools  menu, the text from beneath each button is removed, 
making the main menu narrower. 

 

As well, by un-checking the option Add to main menu  from the Tools  menu, it is possible to view 
a simplified menu without the three automatic feature buttons on the right, 

  

and, of course, to remove the button names from that as well. 

 

AUTOMATIC ENCRYPTION CONFIGURATION INSTRUCTIONS                              
(AUTOMATIC PRO ENCRYPTION, AUTOMATIC CORPORATE SOLU TION)  

Get the peace of mind that comes from knowing your data is automatically encrypted and 
therefore that no-one has access to it unless they are supposed to. Follow these simple 
instructions to configure your system for automatic security (You may want to print out this 
section). 

Note:  These instructions do not apply to the OneClick versions but are applicable to the 
Automatic Pro application and to the Automatic Corporate Solution application. 
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First Things First 

Start by Creating Your Own Public Key 

This is the key you will use for encrypting your own data on your own machine. It 
would also be used by a correspondent who wants to send you a secured 
document. (If you created a Public Key when you installed the DeltaCrypt 
software, you can skip this step; if you have a Corporate version of the 
DeltaCrypt product, your security administrator will provide you with your Public 
Key).  

Start by opening the DeltaCrypt application and clicking on the Create a Public 
Key button. Then give it a name, enter the password to be used with this key, 
and click on OK to create the key. See the Create a Public Key for more 
intormation on creating keys, and the Hints  section of the manual for ideas on 
creating more secure passwords.  

Test your New Public Key 

This step is quite important, because you or the person who created this new key 
might have incorrectly recorded the password used for decrypting.  

i) Choose a file and encrypt it with the new Public Key. 

ii) Decrypt it using the password for the key. 

iii) If everything works as expected, it will be safe for you not only to encrypt 
files with this key, but also to select the Delete after Encryption  option, so 
that only an encrypted version of your data will remain. 

iv) This test is important precisely because the DeltaCrypt staff cannot assist 
you if you lose track of your password. Encrypted files cannot be re-
opened by anyone, including the DeltaCrypt staff, without the proper 
password. (Corporate users can rely on the records kept by their corporate 
security administrator). 

Set the Default Public Key for Re-encrypting 

Probably the software has already asked you to choose a public key by default or 
has asked you to create your first public key (which it presumes will be your 
default public key). If you haven’t been asked or you don’t want your first key to 
be your default, go to the Tools > Options  section of the main menu then 
choose Public Keys and indicate a Public Key to be used as a default key. This 
key will be used when re-encrypting files after you work on them, and when you 
encrypt with Right Click > DeltaCrypt . (See Automatic Re-Encryption  
section). 

Overview 

All users want to be sure that their sensitive data is protected. This is especially true for 
laptop owners, whose computers are more vulnerable to theft. But be discerning: not 
every file is worth encrypting. While the DeltaCrypt software is quite efficient, it also 
provides very solid protection, and this takes time; the more files you encrypt, the more 
time you will spend on encryption and decryption. Most of your sensitive files can be 
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taken care of with the Time-Interval Encryption, but some (i.e. most email files, and 
databases or accounting files that you need to have running whenever you are logged 
on) have to be encrypted at each logoff and decrypted at each logon. For a more detailed 
discussion, see the other paragraphs in this section. 

Get Continual Data Protection 

To keep highly sensitive files encrypted at all times, use Time-Interval Encryption to 
encrypt specific files and the contents of folders One-to-One (i.e. individually, and left in 
the folders in which they are found). All users can benefit from this strategy for sensitive 
files that they only open occasionally, because DeltaCrypt will encrypt these files only if 
they have been decrypted or if new files have been added to a folder being watched. 

In this step, you will configure DeltaCrypt to encrypt some files in place in the One-to-One 
format at a set time interval. These files will be kept encrypted until you choose to open 
them. Any new files added to the folders you have specifed will automatically be 
encrypted at the interval you determine. 

Configure DeltaCrypt to get Time-Interval One-to-One Encryption: 

i) Open the DeltaCrypt application and click on the Time-Interval 
Encryption  button. 

ii) At the top of the configuration window, select the folders that you want 
DeltaCrypt to check: every file within these folders will be encrypted at 
the interval you specify and whenever you log off. 

iii) Set the time interval between checks for un-encrypted files. 

Click OK—and you are done (See the Time-Interval Encryption  section for 
more information). 

After the Time-Interval Encryption has run: 

You will notice that your sensitive files have been replaced by files displaying the 
DeltaCrypt icon. When you double-click these files, you will be required to enter 
your password. If the password is correct, DeltaCrypt will decrypt the file and 
open it with the proper editing software (i.e. the Word application for a Word file, 
and Excel for an Excel spreadsheet). Even better, when you close the editing 
program, DeltaCrypt will re-encrypt the file. (For more information, see the 
Decryption  and the Automatic Re-encryption of Files  sections of this manual). 

Note: The first time that the Time-Interval Encryption runs, you may notice a 
temporary slow-down of your computer, as resources are applied in the 
background to encrypting the files you have selected. This slow-down 
should only be noticeable the first time Time-Interval Encryption is 
executed, as DeltaCrypt secures all of the selected files at once. In future 
encryption cycles, only newly-added files will need to be encrypted, and 
thus the encryption process will likely be un-noticeable. If the first 
encryption takes place at the same time as logoff, it might seem that the 
logoff process had stalled, except for the fact that the Time-Interval 
Encryption icon appears in your toolbar. Your computer will finish logging 
off (including any Logoff Encryption) once the Time-Interval Encryption has 
been completed.  
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Protect Yourself at Logoff 

All that remains is to encrypt files that must remain accessible and unencrypted while you 
work, such as databases and emails. 

In this simple step, you will configure DeltaCrypt to encrypt these sensitive files as a 
Batch at logoff. The un-encrypted original files will be deleted in a way that makes them 
totally unrecoverable. When you log back on, DeltaCrypt will ask for a password and will 
automatically decrypt the files, placing them back in the same location that they started 
from. This encryption / decryption cycle will be repeated whenever you logoff or shut 
down. 

Configure DeltaCrypt for logoff Encryption: 

i) Open the DeltaCrypt application; click on the Logoff Encryption  button. 

ii) At the top of the configuration window, select the files and folders that 
you want to be encrypted whenever you log off. This will probably include 
your email files and anything else to which you require regular access 
while you work. 

Click OK—and you are done. 

Safety Precautions 

When you have automatic Logoff Encryption, it is a good idea to keep an eye on the 
logoff or shut down procedure, to make sure that everything finishes as expected. For 
example, if the need for a user response (i.e. “Do you want to save your changes…”) 
prevented DeltaCrypt from encrypting the files you had specified, you would not want to 
leave your PC unprotected until you return simply because you had not stayed long 
enough to respond to the warning message! 

On the other hand, if you are not there at logon to enter the decryption password (for 
example, because someone else starts up your computer), or if you cancel the decryption 
process, there is no danger: the encrypted files will not be decrypted, and you can simply 
go to the Logoff Encryption  window. Once there, select the Decrypt  button at the 
bottom of the screen, and the decryption operation will be carried out. 

PUBLIC KEY ENCRYPTION—WHAT IS IT AND HOW DOES IT WO RK? 

DeltaCrypt Encryption Solutions offer public key encryption.  

In Public Key Cryptography , there are two different but related keys: the Public Key is 
generated from  a password (called the Secret Key).  What is encrypted with the public key can 
only  be decrypted with its corresponding password.  

Once the public key is generated, it has two uses: First of all, it permits you to encrypt some or all 
of your data in total security. Secondly, the key can be sent to a correspondent so that data can 
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safely be exchanged. The correspondent then uses the public key to encrypt data, which, once 
encrypted, is returned to you.  Upon reception of the encrypted file, you decrypt the file by using 
the same password (Secret Key) used to generate the public key. 

A public key can safely be shared with anybody. Any encrypted data file can only be decrypted by 
someone who knows the password.  However, the reverse process (encrypt with the password, 
decrypt with the public key) is not possible at all. 

Public keys can be authenticated (see Validating a Public Key ) to ensure that they have not 
been changed (i.e. to check their integrity). When a key is validated, DeltaCrypt presents the 
identifying information which was entered when the key was created. 

Any file can also be signed using a public key in order to provide clear proof of the identity of the 
person who sent it. This authentication can be very useful both when transmitting either 
encrypted documents or plain ones; if the recipient possesses a copy of the key used to sign the 
document, DeltaCrypt can provide assurance that the document was signed with that specific 
key, as well as confirming that the document has not been changed at all. (See Signing a 
Document  for more details). 

ABOUT ENCRYPTION PUBLIC KEYS 

DeltaCrypt public keys are uniquely identifiable. They serve to authenticate the identity of a 
sender and to provide evidence of the integrity of a document. They also permit users to protect 
the contents of their documents from view through encryption. 

ENCRYPTION PUBLIC KEY NAME 

When a public key is created, it is given a unique name. This unique name is a first level security 
measure to prevent falsification: CHANGING THE NAME IN ANY WAY WILL RENDER THE 
PUBLIC KEY INVALID. This feature is exclusive to DeltaCrypt Encryption Solutions.  

To identify your public key, just fill in a name of your choice, for example: John Doe. Once 
generated, the public key in our example would be « Dti John Doe_12345678.dpk » or « Dti John 
Doe_12345678 ».  

The public key name is made of the following four elements, which are explained in detail in the 
following paragraphs: 

�  Personalisable prefix Element « Dti » 
�  Name Element « John Doe » 
�  Numeric Element  « _12345678 » 
�  Suffix Element « .dpk » (Suffixes are not displayed on some computers) 

Personalizable prefix Element  

DeltaCrypt inserts an exclusive identifier at the very beginning of the name: the prefix « Dti ». This 
permits you to identify that this is the key you created with a DeltaCrypt Encryption Solution. 
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Our Corporate Encryption Products offer the option of personalizing this prefix by including your 
organization’s name. This personalized prefix would then appear at the beginning of the public 
key name instead of the prefix « Dti ». This feature permits easy identification of the organisation 
from which the key originates. During the demo period, this prefix reads « Dti Demo ». 

Name Element 

The public key name then includes the name you have provided as a set element.  Its purpose is 
to identify the owner of this public key and is normally made up of a first and last name. In our 
example it is John Doe. 

Numeric Element 

An underline, followed by a maximum 10 digit random number is automatically added to the 
previous two elements. It is impossible to obtain two identical public keys from a same password. 

Suffix Element 

DeltaCrypt generates a Suffix Element to complete the public key name: « .dpk ». If your 
computer is set up to display suffixes, you will see this; otherwise, it will be hidden from view. 

DOUBLE-CLICKING A PUBLIC KEY 

Double clicking on a public key does one of two things: 1) if the key is not in the DeltaCrypt Your 
Public Keys  folder, it will move it there, so that you can use it for encrypting; 2) if you click on a 
key when it is already in the Your Public Keys  folder, it will automatically launch the One-to-One 
encryption process, asking you which file(s) and/or folder(s) you would like to encrypt.  

VALIDATING A PUBLIC KEY 

Right clicking on a public key and choosing Validate will tell you if it is valid (i.e. the name has not 
been changed, nor its content). The program will also display any additional information that was 
entered to identify the owner at the time that it was created (see Information to Identify the 
Owner of the Key ). If it is invalid, a message will inform the user. This same information is also 
available from the Owner  tab in the Properties window (Right-click > Properties ). 

CREATING A PUBLIC KEY OR A MASTER KEY 

Click on the Create a Public Key  button from the main menu of the OneClick versions, Automatic 
Encryption Pro or Corporate Administrator versions, or from the icon in the System Tray of 
Automatic Encryption versions (Corporate User Modules cannot create public keys; your system 
administrator will provide you with your public key).  
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You will be asked to provide a name, and the password to be used to create the key. That same 
password will be required to decrypt any file that has been encrypted with that key. WARNING: 
No-one, not even the DeltaCrypt programmers, can decrypt a file without the correct password; 
record it safely! (Corporate users are protected by the records kept by their security 
administrators). 

When you create a public key, it is added to the list of Your Public Keys (in Tools  > Options ). 
Whenever you go to encrypt a file, it will be available as a public key for encrypting. 

 

PRIVATE KEY 

When creating a public key or a Master Key, it is possible to generate and save a private key file. 
This option must have been configured in Tools  > Options > Public Keys  to enable the private 
key creation at the same time a public key is generated.  

The private key file will bear the same name as the public key to the exception of its .drk 
extension. 

This private key will be saved in the Public Key sub-folder created by DeltaCrypt installer; This 
being in the DeltaCrypt folder found in My Documents. DeltaCrypt will use this folder as its default 
folder unless instructed otherwise in Tools > Options  then Preferences . Consult the section on 
the Options  hereafter for more information. 

You will not only need to know the password for decryption but you will need to have the private 
key file in your possession as well. 
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PUBLIC KEY PASSWORD 

DeltaCrypt’s public key is generated from  your password.Therefore, what is encrypted with the 
public key can only  be decrypted with the password from which it is derived. 

Remember the password you use when creating each public key, because THIS PASSWORD 
WILL BE REQUIRED to decrypt any files encrypted with that public key. There is no way to 
recover or rebuild a lost password. (Corporate users are protected by the records kept by their 
security administrators). 

The password you enter can be any sequence containing from 6 to 1024 characters.  Multi-word 
sentences with embedded spaces, punctuation marks, any key, upper or lower case are all 
recognized and accepted as passwords. The longer the password, the greater the level of 
security you generate. Passwords are case sensitive. 

Normally, you must enter your password a second time for confirmation purposes. You can 
eliminate the need for confirmation by checking the option to view the entered password, 
although this reduces your security—be sure your screen cannot be seen while entering it! Then 
click on the OK button. 

EXPIRATION 

You have the possiblity to impose a time limitation of your choice. 

MASTER KEY (FOR DUSK PROTECTION, DUSK-CD AND DEOS) 

To create a Master Key to include in DUSK Corporate Edition protection, DUSK-CD or DEOS, 
you need to check the appropriate option at the bottom of your screen. 

INFORMATION TO IDENTIFY THE OWNER OF THE KEY 

A second screen will then open to prompt you to enter additional information that identifies the 
public key owner.  

Right clicking on a key permits you to validate the integrity of the key itself; it also displays this 
identification data. 
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To finish creating your public key, click on the Create  button. Your public key is a 9 kb file with 
the extension .dpk. 

PUBLIC KEY LOCATION 

DeltaCrypt’s installer creates a sub-folder called Public Key  for storing your public keys; this is 
located in the DeltaCrypt folder in your My Documents folder. DeltaCrypt uses this sub-folder as 
the default folder unless instructed otherwise in your DeltaCrypt Tools > Options  then 
Preferences.  (see the Options  section). 

TO SEND AND RECEIVE A PUBLIC KEY  

In order to exchange data securely, you create a public key from a password and send it to your 
correspondents. Then when your correspondents have data to be sent securely to you, they 
encrypt it with your public key and send the encryption to you.  When you get their encrypted file, 
you decrypt the file, using the password you used to create the public key in the first place. 
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Transmission 

To send your public key to your correspondent, the easiest way is to simply click on the Send a 
Public Key  button located in the main menu (you can also use the icon in the System Tray). All 
you need to do then is select your public key from the list and click on the Send button at the 
bottom of the screen. The DeltaCrypt Encryption Solution software will launch your default email 
program, create a new email ready for you to fill in (email address, greeting) and attach your 
public key to the email. It is also possible to copy your public key to a disquette or other storage 
medium.  

Reception 

When you receive a public key by email from a correspondent, it will come as an attachment. 
Simply double click on the icon for the attachment, and you will be given the option of opening it 
or saving it to the folder of your choice. Choosing Open will automatically copy it into your 
DeltaCrypt Public Key default folder. (When DeltaCrypt Encryption Solution is first installed, this 
folder is found in My Documents\DeltaCrypt\Public Key.) 

If you receive a public key on a floppy disk or by FTP, double-clicking on it will cause it to be 
stored in the DeltaCrypt Public Key default folder.  

ENCRYPTION 

Do you need to protect a single file? No problem! Simply right click on the file and choose the 
Encrypt One-to-One  option from within the DeltaCrypt  menu. This will cause DeltaCrypt to 
encrypt this one file, storing it in the same folder as the original. 

Do you need to protect all the contents of a single folder (including everything in all of its 
subfolders)? Just right click on the folder, choosing the Encrypt One-to-One  option from within 
the DeltaCrypt  menu. All of the files within the folder and each of its sub-folders will be encrypted 
individually and stored in their original folders. 

Do you want to protect one or more folders and/or several files at once? Simply open 
DeltaCrypt’s main menu and choose the option that works for you: merge all of your encrypted 
files into a single “batch ” or create one encrypted output file for each individual original file (“One-
to-One ” Encryption). When you have selected from among the helpful options, click on the 
Encrypt  button and you are done.  

The One-to-One and Batch options and procedures are explained in the following sections. See 
the Suggestions  section for some ideas on how to make the best use of these encryption 
options. 

ENCRYPTING ONE-TO-ONE (WITH OR WITHOUT A SIGNATURE)  

When you select One-to-One Encryption, every selected source (original) file is encrypted 
individually. You end up with as one encryption for every original files selected. These 
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encryptions remain in their original folders and keep their original names. This offers the 
advantage of being able later to decrypt just the one encrypted file you need, while all of the 
others remain protected. 

To individually encrypt your selections, select the Encrypt One-to-One  button in the main menu. 
(You can also access this functionality by double-clicking on a public key, by selecting Encrypt 
One-to-One  from the DeltaCrypt icon menu in the System Tray, or with the right-click and the 
DeltaCrypt  sub-menu). 

Selecting Source (Original) Files (One-to-One Encry ption) 

After you click on the Encrypt One-to-One  button, a window opens, allowing you to view all of 
the files on your computer and your network. To access a drive or a folder, click on the + sign.  To 
select a single file or a whole folder, click on the square beside its name. When selected, the 
selection square changes colour. To undo the selection, click a second time.  When you select a 
whole folder or sub-folder for encryption, each of the files within it will be encrypted as separate 
files, saving you the trouble of selecting each file individually. If you do not select all of the files 
within a folder, the selection square changes colour half-way. 

 

The number of selected files is indicated at the bottom of the file selection box to assist you in 
confirming your selection. This window may be enlarged if desired, in order to see a larger 
selection of files and folders. 

Any kind of files, created by any kind of application, can be encrypted. No distinction is made 
between one type of file and another, since all information is handled in a raw binary mode.  
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Warning: DeltaCrypt will not encrypt the default folders indicated in the DeltaCrypt Tools > 
Options  then Preferences , nor will it encrypt anything in the folder into which you installed 
the DeltaCrypt program (normally C:\Program Files\DeltaCrypt). Therefore, be certain that 
the default folders you specify for Encryption , Decryption , Public Keys  and Express  are 
kept separate and do not contain any folders or files you want to encrypt. 

 Encrypted files will not be re-encrypted if One-to-One Encryption is chosen; they can, 
however, be encrypted within a Batch Encryption.  

Delete the Original Files (One-to-One) 

When encrypting, DeltaCrypt Encryption Solutions create an encrypted copy of your sources files. 
It does this intentionally so that, during secure exchanges, you can send your correspondent 
encrypted versions of your source files without having deleted them from your computer. 
(Remember, whatever you encrypt with your correspondent’s public key cannot be decrypted by 
anyone except that person…unless s/he discloses the password to you).  

If you wish DeltaCrypt to delete the original file, check the Delete original files after encryption  
option offered at the bottom of the file selection window. When this option is selected, files are 
destroyed by DeltaCrypt Encryption Solution by being filled with null characters, and then are 
deleted. These files will not be transferred to Windows’ recycle bin. This approach does not 
prevent recovery with disk data recovery and un-erase software. It does, however, make the 
reconstructed files completely useless. 

Please note that the Delete original files after encryption  option may only be activated when 
encrypting with a public key selected from among Your Public Keys , as defined in your Tools > 
Options.  This helps to prevent the situation described above, where you are left with only an 
encrypted file that you cannot decrypt without your correspondent’s password to recuperate the 
original file. 

Public Key Selection (One-to-One) 

Locate the public key you want to use to encrypt the files and/or folders in your selection.  

Sign / encrypt option (One-to-One) 

If you have chosen the option to Encrypt and Sign One-to-One, you will be asked to choose a 
Public Key which identifies you, and to provide the password for it as a way of identifying you as 
the signatory and the real owner of the Pulbic Key. (See the section on Signing a Document for 
more information). 

Finalizing a One-to-One Encryption 

To complete the process, click on the Encrypt  button at the bottom of the screen. 

Where does my One-to-One Encryption end up? 

One-to-one Encryptions are stored in the same folder that the source files were in at the time of 
encryption. 
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ENCRYPT AS BATCH (WITH OR WITHOUT A SIGNATURE) 

By selecting Encrypt as Batch  (in the main menu, from DeltaCrypt icon menu in the System 
Tray, or with a Right Click > DeltaCrypt > Encrypt & Sign for sendi ng by email ), all selected 
files will be encrypted into a single encrypted output file. You will be asked to specify the name 
and the location of the resulting encryption. This functionality is especially recommended for 
encrypting groups of files (ex. databases, accounting files, .bat files, or source code modules) all 
at once. When you select multiple files and then do Right-click > DeltaCrypt > Encrypt & Sign 
and Send as Email , a Batch file is automatically created for you, and placed in a new email in 
your default email program.   

 

Selecting Files and/or Folders to Encrypt (Batch) 

After you click on the Encrypt as Batch  button, a window opens, allowing you to view all of the 
files on your computer and your network. To access a drive or a folder, click on the + sign.  To 
select a single file or a whole folder, click on the square beside its name. When selected, the 
selection square changes colour. To undo the selection, click a second time.  When you select a 
whole folder or sub-folder for encryption, all of the files and sub-folders within it will be encrypted. 
If you do not select all of the files within a folder, the selection square changes colour half-way. All 
of the selected files will be encrypted together into a single encryption file. 
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The number of selected files is indicated at the bottom of the file selection box to assist you in 
confirming your selection. This window may be enlarged if desired, in order to see a larger 
selection of files and folders. 

Any kind of files, created by any kind of application, can be encrypted. No distinction is made 
between one type of file and another, since all information is handled in a raw binary mode.  

Warning: DeltaCrypt will not encrypt the default folders indicated in the DeltaCrypt Tools > 
Options > Preferences , nor will it encrypt anything in the folder into which you installed 
the DeltaCrypt program (normally C:\Program Files\DeltaCrypt). Therefore, be certain that 
the folders you specify for Encryption , Decryption , Public Keys  and Express  are kept 
separate and do not contain any folders or files you want to encrypt.  

 Encrypted files can be encrypted within a Batch Encryption; they will not be encrypted a 
second time if One-to-One Encryption is chosen.  

Delete the Original Files (Batch) 

When encrypting, DeltaCrypt Encryption Solutions create an encrypted copy of your sources files. 
It does this intentionally so that, during secure exchanges, you can send your correspondent 
encrypted versions of your source files without having deleted them from your computer. 
(Remember, whatever you encrypt with your correspondent’s public key cannot be decrypted by 
anyone except that person…unless s/he discloses the password to you).  

If you wish DeltaCrypt to delete the original file, check the Delete original files after encryption  
option offered at the bottom of the file selection window. When this option is selected, files are 
destroyed by DeltaCrypt Encryption Solution by being filled with null characters, and then are 
deleted. These files will not be transferred to Windows’ recycle bin. This approach does not 
prevent recovery with disk data recovery and un-erase software. It does, however, make the 
reconstructed files completely useless. 

Please note that the Delete original files after encryption  option may only be activated when 
encrypting with a public key selected from among Tools > Options > Public Keys , as defined in 
your Options. This helps to prevent the situation described above, where you are left with only an 
encrypted file that you cannot decrypt without your correspondent’s password. 

Public Key Selection (Batch) 

Locate the public key you want to use to encrypt the files and/or folders in your selection. 

Send the Encrypted File to the Owner of the Public Key 

With Batch Encryptions, you have the option of automatically sending an email with the encrypted 
file as an attachment. If there is an email address in the identifying information of the 
correspondent’s public key you are using for encrypting, this will be entered in the field of the 
email. You will not be asked where to save your encryption (see Naming your Batch Encryption  
below), because it will be saved as an email attachment. Because this file is being sent to another 
user, the option to delete after encrypting is disactivated. 

This function is also available when you are browsing your files in Windows Explorer. Use a right 
click >DeltaCrypt  and select Encrypt & Sign for sending by email .  
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Finalizing a Batch Encryption 

To complete the process, click on the Encrypt  button at the bottom of the screen. 

Sign / encrypt option (Batch) 

If you have chosen the option to Encrypt and Sign as a Batch, you will be asked to choose a 
Public Key which identifies you, and to provide the password for it as a way of identifying you as 
the signatory. (See the section on Signing a Document for more information). 

Naming your Batch Encryption  

A Save As  screen prompts you to indicate a name and the storage location for your new 
encryption. By default, the storage location will be the encryption default folder (Tools > Options 
> Preferences) . Click on the Save button when you are satisfied with the name and location.  

Where does my Batch Encryption end up? 

Batch Encryptions are stored in your default encryption folder, as set in the DeltaCrypt Options 
window (Tools > Options > Preferences ), unless you instructed the software to do otherwise 
when naming your encryption. The encrypted file is identified by the DeltaCrypt icon and the 
extension .dti. 

DECRYPTION  

Want to decrypt one or more folders or files at once? All you have to do is open the DeltaCrypt 
Encryption Solution main menu (or use the icon in the System Tray) and click on the Decrypt 
button. When you have selected from among the various options, click on the Decrypt  button at 
the bottom of the screen. Enter the password and you are done.  

You only need to decrypt a single file? Besides opening the DeltaCrypt application and navigating 
to the file, there are two other ways to proceed.  

�  If you are using the Automatic Pro Encryption or the Automatic Corporate Solution, 
double click on the file. DeltaCrypt will decrypt it after you enter the correct 
password. If it is a One-to-One encrypted file , it will also open it for you in the 
application used for editing it, and will automatically re-encrypt it for you when you 
close the application.  

�  Right click on the file (encrypted One-to-One or as a Batch) and select Decrypt . (If 
you choose this option, the file will stay decrypted when you close the application.) 

In some circumstances, you may want to see what public key was used to encrypt a given file 
before you actually decrypt it. (You might want to do this if you used multiple public keys for 
encrypting documents). You can retrieve the name of the public key that was used with a right 
click, either by choosing Public Key Name  or by selecting Properties  and examining the Public 
Keys  tab. 
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HOW TO DECRYPT 

The Decrypt button in the main menu permits you to select one or multiple encrypted files (both 
One-to-One files and Batch files) and decrypt them all at once.  

Selecting Files and/or Folders to Decrypt 

After you click on the Decrypt button, a window opens, allowing you to view all of the encrypted 
files on your computer and your network. To access a drive or a folder, click on the + sign.  To 
select files or a whole folder, click on the square beside its name. When selected, the selection 
square changes colour. To undo the selection, click a second time.  If you do not select all of the 
files within a folder, the selection square changes colour half-way. 

Notice that the default folder for Encryptions is already selected when the window opens, making 
it easier for you to find your files for decrypting.  

 

The number of selected files is indicated at the bottom of the file selection box to assist you in 
confirming your selection. This window may be enlarged if desired, in order to see a larger 
selection of files and folders. 

Where does my decryption end up? 

You determine where you want your decrypted file(s) to be located: 
�  In the original folder(s) 
�  Where the encrypted is now 
�  In a specified location 
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o This location can be anywhere you specify with the Browse button; by 
default, if this choice is selected, the location indicated is your default 
decryption folder 

Note: It is best, when decrypting multiple encryptions, to restore them to their original locations, or 
to restore them to their current location, as ways of reducing the chances of confusion 
between files of the same name. This should not be done, however, when the files 
originate on another computer with a different file structure. 

Restore to its Original Folder  

DeltaCrypt Encryption Solutions store the folder structure from which the files originated, allowing 
it to return your files to the folders from which they came. If a folder no longer exists in that 
location, it will be created. This feature also allows you to recreate the original folder structure 
when decrypting to a different location. Beware, however, of restoring files from another computer 
to their “original location”, as this may cause your files to be placed in unexpected places. 

Leave in the Current Folder 

If you choose this option, the decrypted files will be placed into the folder in which the encrypted 
file is found. Thus, the files will not change location, but will simply be decrypted. 

Decrypt into (a specified location) 

DeltaCrypt Encryption Software initially presents the default decryption folder indicated in the 
DeltaCrypt Tools > Options > Preferences . (When it is first installed, this will be My 
Documents\DeltaCrypt\Decryption). 

You can specify a different folder for saving your decrypted files by using the Browse  button. 

Enter the Password  

Once you have chosen the file(s) to be decrypted, press the Decrypt  button, and you will be 
asked to provide the password of the public key which encrypted it. The public key that was used 
to encrypt the file(s) is indicated. This makes it easier for you to identify the password required for 
decrypting. It is especially convenient when you have different keys that require different 
passwords. If you have multiple encrypted files that use different public keys, this password 
window will appear only once for each different key, saving you from having to enter the same 
password more than once. 
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(The name of the public key used for encryption can also be determined at any time by selecting 
an encrypted file, then right-clicking on it and choosing Public Key Name  from the menu.) 

Note:  It is possible to configure the DeltaCrypt software to remember each password that is used 
in a single session for a pre-determined period. See Secret Key Server  in the Options 
section of the present manual. 

Private Key File 

If a private key file was generated when creating your public key, you will need to check this 
option then indicate the private key file for decryption. Please press F1+Ctrl+Alt keys to activate 
the option. 

Decrypted Original Files 

DeltaCrypt Encryption Solutions reconstruct the original files exactly as they were to start with: 
the same name, same date and time, as well as the same size.  

Overwrite a File with the Same Name? 

If, when trying to save the decrypted file, the DeltaCrypt software finds another file with the same 
name already in the folder which is to receive the decryption, you will be warned of the problem. 
Select from among the proposed options (overwrite, rename, cancel) that best suits your needs. 

Note: In this situation, the DeltaCrypt software displays the creation date and the size of the two 
files (both the pre-existing file and the one that might overwrite it), in order to assist you in 
determining whether they are two copies of the same file, or two different files with the 
same name. 
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SIGNING A DOCUMENT 

A digital signature permits the recipient of a file to be certain of two important facts: that the file 
has not been changed since it was signed (integrity protection), and that it originates with a 
person who knows the password to a given public key in your possession (sender’s 
authentication). If good care has been taken of the public keys in an organization, this permits a 
high degree of security about the contents of documents, whether encrypted or not. 

DeltaCrypt Encryption Software has carefully woven the signature capability into all of its 
operations in order to increase the confidence of users in the files they are exchanging. 

TWO FORMS OF SIGNATURE 

Signatures can either be integrated directly into an encrypted file, or they can be separate files 
which accompany documents (and these documents may be encrypted or not), as demonstrated 
by the images which follow. This has the advantage, in the case of un-encrypted files, of 
permitting you to circulate a “public” document in such a way that your readers can know with a 
high degree of confidence that it comes from you and that it has not been modified since you 
signed it. 

 

In the preceeding screenshot, several files and file types are indicated: 

·  An ordinary file, and its encryption (JKL and JKL_doc) 

·  An encryption with a separate signature file (PQR_doc and PQR_doc.dti) 

·  An ordinary file and its signature file (STU and STU.doc) 

·  An ordinary file and its signed encryption (YYY and YYY_doc). You will notice that there 
is no difference between the appearance of a signed encryption and an unsigned one. 
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HOW IT WORKS 

When signing a document (Right Click > DeltaCrypt > Sign  or Sign  from the Main Menu), 
DeltaCrypt Encryption Software asks you to select a public key and provide its password as a 
means of determining that you are its owner (known as “sender authentication”). A separate 
signature file is created. Any person in possession of both files can use the signature to validate 
the integrity of the original (that it has not been changed) by right-clicking on the signature file and 
selecting Verify . If they have a copy of the signing key, DeltaCrypt will verify the validity of the 
signature and display the identifying information from that key. 

If the option to Encrypt and Sign  is chosen from either the main menu or the Right Click > 
DeltaCrypt  > Sign , DeltaCrypt prepares the encryption with the public key of your choice as 
usual, but then asks you to select another public key to identify yourself with (by providing the 
password). A signed encryption is then created. During decryption, if your correspondent has a 
copy of the signing key, he will be assured of the validity of the signature, be shown the 
identifying information, and receive confirmation of the integrity of the document. If he doesn’t 
have a copy of the signing key, he will only be able to decrypt the file (presuming he has the 
proper password, of course). 

CHOICE OF SIGNING ALGORITHMS 

When you sign a document (encrypted or not), you are offered a choice of hashing algorithms, 
depending upon your preferences. Choose the one which suits your needs best, in consultation 
with your security advisor. (See the Options  section of the present manual in order to change the 
default setting.) 
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VERIFYING A SIGNATURE 

To verify a signature, you must be in possession of your correspondant’s key used for signing. 

You can verify the signature of a file that has been signed and encrypted by decrypting it. During 
the decryption process, the DeltaCrypt software will validate the signature, and offer to show you 
the identifying information which was entered when the key was created. 

You can verify an original file (encrypted or plain) that is accompanied by a signature file in 
several ways: you can double-click on the signature file, you can right-click on the signature file 
and then select Verify , or you can click on the Signature Verification  button on the main menu 
or the Tool Tray. If either the original file or the signature file has been modified or corrupted in 
any way, an error will appear. Otherwise, you will have the option of viewing the signature 
identification data. 

EMAIL AND TEXT 

One of the features of DeltaCrypt Encryption Software is its ease of use with any email or text 
messaging software. From the DeltaCrypt icon in the System Tray (on the bottom right of your 
screen), you can quickly encrypt or decrypt your text …and then get back to work. 

ENCRYPTING TEXT AND EMAILS 

There are three ways to select the portion of the document you want encrypted.  
�  If you want to encrypt a document or an email in its entirety, click anywhere within 

the text or the message window. 
�  If you want to encrypt just a portion of your text, select or highlight just that portion. 
�  A limitation within Windows prevents DeltaCrypt from encrypting (in email and text 

mode) more than 64 kb at a time. If your original text is larger than this, DeltaCrypt 
will issue a warning. At that point, you have two options: you can divide your 
original text into portions and encrypt each one separately, or you can save the 
data as a file and proceed with file encryption in order to send it as an attachment 
instead. 

Then click on the DeltaCrypt icon in the System Tray, and select Email and Text  in the menu. 
(When selecting this icon, your pasted text may temporarily lose its highlight, giving you the false 
impression that it has been de-selected. You can ignore the change and simply continue with the 
encryption.) Continue by choosing Encrypt  from within Email and Text . A new screen will 
prompt you to identify the public key you want to use for encrypting. Then click on the Encrypt  
button at the bottom of the screen. 

The encrypted text will appear in your original document between brackets; the name of the 
public key used for encryption is indicated at the top of the encrypted text in order to make it 
easier for the recipient to know which password to use for decryption. The brackets are part of the 
encryption, and must not be removed. 
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ENCRYPT AND SIGN 

Select this option if you wish not only to protect your document, but also to incorporate a digital 
signature so that your recipients can authenticate your identity. You will be asked first to select an 
encryption key, and then to select a key for signing. You must then enter the password for the 
signing key as a way of identifying you as the signatory. 

DECRYPTING TEXT AND EMAILS 

Open the encrypted email or document. If the whole email or document was encrypted, or if the 
document has only one encrypted section, click anywhere in it with your mouse. If it includes 
more than one encrypted section, select the section you wish to decrypt from the beginning 
bracket to the ending bracket, being sure to include both brackets.  

Then click on the DeltaCrypt icon on the System Tray. Select Decrypt  under Email and text .  

In order to decrypt a text or an email, you must provide the password of the public key which 
encrypted it. (The name of the public key used is indicated at the top of your encrypted text). 
Then click on Decrypt. Repeat the same action for each of the encrypted sections. 

Once the data has been decrypted, a new window will open to display the original information. 
When you have finished reading the text, you then have the choice of either closing this window 
by clicking OK, or of copying the information onto the Clipboard so that you can then paste it 
wherever you want. Simply click on the Clipboard  button, open the file into which you would like 
to put this data, and click on the location within the file where you wish to paste it. Then select 
Paste (Edit > Paste  or Right Click  > Paste ). 

Hint:  Make sure that Windows has not hidden the DeltaCrypt icon in the System Tray; it should 
be visible before you try to encrypt or decrypt text or an email. (Some versions of Windows 
reduce the size of this section by hiding from view the icons that have not been used 
recently). If you have to uncover the DeltaCrypt icon in the System Tray in between 
selecting your text and clicking on DeltaCrypt icon, Windows can lose track of the text 
selection you have made, and DeltaCrypt will give you a message saying that no text has 
been selected.  

SIGN 

When this option is chosen, simply select the public key with which to sign, and then provide the 
password. Do this while the email or text in question is open, and your selection point is active 
anywhere within the text. The text will be set within square brackets and a signature will be 
appended. Then, as long as none of its characters is changed (including the digital signature 
added at the end) and that you have the signing key in your posession, DeltaCrypt will be able to 
confirm its integrity (i.e. that it is completely unchanged) and validate the signature that was 
appended.  

It is possible to sign more than one section of text in a single email or document; this would 
permit you, for example, to send two chunks of text which all readers could be sure had not been 
changed, and in between them to leave a place for comments from different reviewers.  
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Warning: The DeltaCrypt software does not track changes to formatting in text or emails. 
Therefore, when signing portions of text and emails, if someone formats sections of the 
text as bold  or underlined, this will not appear as a lack of integrity. If you require this 
level of validation, we recommend that you create a separate document, which you 
would then sign and send as an attachment. Formatting and layout changes are fully 
detectable when signing a complete document.  

SIGNATURE VERIFICATION 

Authenticating a sender and verifying the integrity of a document is very easy. You need to have 
in your possession the signing key. Place your insertion point inside the text in question, and 
select the option for Signature Verification  from within the Email and Text  sub-menu. A 
message will indicate whether or not you can have confidence in the integrity of the text and the 
signature. (The lack of integrity could come from corruption during transmission or from 
intentional changes). 

If there is more than one section of text that has been signed (as indicated by the square bracket 
beginning “[DTI DATA” and ending with the square bracket after the second instance of “ ----- DTI 
END]”), DeltaCrypt validates only the first one when Signature Verification  is selected. To 
validate other sections, you must select the whole section with the mouse before initiating the 
Signature Verification  process. 

TIME-INTERVAL ENCRYPTION 

(Time-interval Encryption is not available with DeltaCrypt OneClick Solutions.) 

See the Getting Started section above for a quick guide to first-time configuration. 

There are some files which are so sensitive that they should be kept encrypted at all the times. 
Other files are only opened occasionally and don’t need to be decrypted at each logon. Time-
Interval Encryption automates the security process by checking designated folders and files at a 
specified interval, and encrypting them One-to-One in place. The original file is deleted so that the 
data cannot be read if the file is recovered.  

As with all One-to-One Encryptions, when you double-click on it you will be asked for the 
password and, when the correct password is entered, the file will be decrypted and opened using 
the appropriate editing software. When that software is closed, the file will be automatically re-
encrypted and the decrypted working file will be automatically deleted.  
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This window may be enlarged if desired, in order to see a larger selection of files and folders.  

CONTINUAL SECURITY 

When you select the Time-Interval Encryption  button in the main menu or from the DeltaCrypt 
Tool Tray icon, a window opens in which you can select the folders to be watched. All of the 
folders on your computer and your network are presented. To access a drive or a folder, click on 
the + sign.  To select a folder, click on the square beside its name. When selected, the selection 
square changes colour. To undo the selection, click a second time.   

You can verify the files and folders that are being watched by opening the Time-Interval 
Encryption window at any time. The files and folders which are selected are the ones that will be 
monitored to ensure that they are kept encrypted. 

Set the interval to determine how often DeltaCrypt checks for files that have been added and 
need encrypting. The default time interval is 10 minutes; this can be modified by clicking on the 
up or down arrows beside the indicated time. The smaller inside arrows permit changes in units of 
one minute at a time, and the larger, outside arrows change the setting in ten minute intervals.  

Files will be encrypted using the default Public Key, as set in the Tools > Options > Public Keys  
window. The name of this key is presented in the bottom left corner of the Time-Interval 
Encryption window. When you select a whole folder, all the files within it (and all the files within 
any folders it contains) will be encrypted at the interval you have set. 

Whenever the DeltaCrypt software is in the process of checking for files or of encrypting them, 
DeltaCrypt presents an icon in the Tool Tray to alert you to this background processing. Any file 
that is open at the time a check is made will be skipped. 
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When you log off or shut down your computer, the Time-Interval Encryption process will be 
initiated one last time to ensure that no recently-closed files are left un-protected. 

SUGGESTIONS ABOUT WHICH FILES TO INCLUDE 

Data security with encryption has to be balanced with common sense, so that it doesn’t begin to 
feel like more trouble than it is worth. In the sections that follow, we provide some suggestions on 
what to encrypt and what to ignore. For example, not every file needs to be encrypted. As well, 
the more you encrypt at one time, as with the Logoff Encryption, the longer it will take.  

Keep it Simple 

Simplicity here means only encrypting what really matters and organizing your files so that it is 
easy to keep important files encrypted. 

First of all, there is no reason to encrypt programs or system files, because they don’t contain 
data that is personal to you or to your organisation’s business. Secondly, most of the data that 
you have or will create should be stored in My Documents; that is how Windows is designed, and 
most well-designed software guides you to store your data there.  

Thus, if you have very few data files, you could simply select your entire My Documents folder, 
and that would be the simplest route to take. On the other hand, most people quickly get to a 
point where encrypting their whole My Documents folder takes more time than they have patience 
for. Therefore, we suggest that you think carefully about which of your folders should always be 
entirely encrypted, and which ones contain a mix of sensitive files to be encrypted and others 
where it really doesn’t matter who sees them.  

One Way You Might Organise Your Files 

The folders that contain data that must all (or almost all) be encrypted are easy to handle: select 
the whole folder for encryption. And of course, you will ignore folders that don’t contain any 
sensitive data. But for folders with a mix of sensitive and ordinary files, we suggest the simple 
solution of creating a new sub-folder with a label like “= Secure (name) Folder”. Therefore, if your 
Contract Folder contains a mix of sensitive and ordinary data, you would create a sub-folder 
within the Contract Folder, perhaps with the name “= Secure Contract Folder”, and copy all of 
your sensitive files into it. Whenever you create a new, sensitive contract file that you want to 
keep encrypted, you would save it into the “= Secure Contract Folder”, whereas ordinary contract 
files would stay in the Contract Folder.  

Note the purpose of the “=” sign at the start of the sub-folder name: it forces this file to appear at 
the start of most lists of folders (you might have to do a Right-click > Refresh  in Windows 
Explorer in order to resort your folders and put the secure folder at the top of the list). This trick 
makes it easier to save sensitive files in the right location, and simplifies the selection of folders 
for encryption. 

TO SUSPEND TIME-INTERVAL ENCRYPTION 

You may suspend your Time-Interval Encryption at any time by checking the tick-box labelled 
Temporarily suspend Time-Interval Encryption . You will then be able to work on or decrypt the 
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watched files without them being re-encrypted. When you next log on, the Time-Interval 
Encryption will start up again as usual. Note that DeltaCrypt will never encrypt a file that is 
currently open; therefore another way to temporarily prevent one or two files from being re-
encrypted would be to open them. 

TO STOP TIME-INTERVAL ENCRYPTION 

You may also permanently stop the Time-Interval Encryption by checking the option to 
Permanently suspend Time-Interval Encryption . Your current selection remains in place, but 
no more files will be encrypted until you uncheck the tick box. As a safety measure, you will be 
asked to confirm that you really intend to turn off the Time-Interval Encryption. 

You also have the option of un-selecting all of the files and folders in the selection box. 

TO CHANGE YOUR TIME-INTERVAL SELECTION 

To modify the selection of files and folders to be watched and kept encrypted, re-open the Time-
Interval Encryption  window. You will be shown the current selection. 

Adding more files and folders 

You can add more files and folders to the current selection by clicking on their square. To un-
select a folder, just click again on your selection. Once you click OK, all the selected files and 
folders will be watched, and any un-encrypted files will be encrypted at the interval you specify.  

Changing files and folders 

If you wish to substitute files or folders for the ones you have selected, simply click to select and 
un-select as necessary. Then click on OK. 

AUTOMATIC LOGOFF ENCRYPTION 

(Automatic Logoff Encryption is not available with DeltaCrypt OneClick applications.) 

Our goal is to make data security as transparent as possible for you. When you select the Logon 
Encryption  button from the main menu, you are then given the opportunity to identify files and 
folders which you want encrypted each and every time you shut down or log off your computer. 
Unlike Time-Interval Encryption, which encrypts files as One-to-One Encryptions in their original 
folders, the Logoff Encryption function creates a Batch Encryption which is stored (by default) 
within the Express sub-folder within the DeltaCrypt folder. 
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HOW TO SELECT FILES FOR LOGOFF ENCRYPTION 

After you click on the Logon Encryption  button from the main menu or select that item from the 
DeltaCrypt Tool Tray icon, a window opens allowing you to view all of the folders on your 
computer and your network. To access a drive or a folder, click on the + sign.  To select files or a 
whole folder, click on the square beside its name. When selected, the selection square changes 
colour. To undo the selection, click a second time.  If you do not select all of the files within a 
folder, the selection square changes colour half-way. 

The number of files selected is indicated at the bottom of the file selection window to assist you in 
confirming your selection.  

 

This window may be enlarged if desired, in order to see a larger selection of files and folders. 

Once you click OK, whenever you shut down, and when you log off, the files you have indicated 
will automatically be encrypted into a Batch Encryption and the originals will be deleted in a way 
that makes the data un-recoverable. Your data will be fully secured without your having to think 
about it. Files will be encrypted using the default Public Key, as set in the Options  window. (The 
name of this key is also shown in the bottom left corner of this window). 

Don’t Forget These Files 

Here are a few files that might not be stored within your My Documents folder, and which could 
contain sensitive data; they likely will be files you want to secure with a Logoff Encryption 
approach: 

�  Emails are often stored within the same folder as the email application; check in 
the Help file of your email software. Don’t forget about archived emails and the 
folder containing the attachments that came and went with your emails. At the 
same time, beware of the size of these email files: they can quickly attain sizes of 
more than 1Gb.  
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�  Your accounting data files; 
�  Your personal digital assistant (PDA) files; 

HOW TO DECRYPT FILES AT LOGON 

When you start up your computer or when you log on to an account, if a Logoff Encryption 
function has been set as described above, all you have to do is enter the correct password when 
you are asked. The public key that was used to encrypt the file(s) is indicated. This makes it 
easier for you to identify the password required for decrypting. 

Once the decryption process has finished, the decrypted files will be returned to their original 
locations and will be available for use as normal. 

HOW TO RESTART A LOGON DECRYPTION THAT WAS CANCELLE D 

If you decide to cancel the decryption process while it is running at logon, at the next logon a 
password will be requested and the files will be decrypted. You may also restart the decryption 
process by clicking on the Decrypt  button in the Logoff Encryption  window. 

TO CHANGE YOUR LOGOFF ENCRYPTION SELECTION 

To modify the selection of files to be encrypted at logoff or shut-down, re-open the Logoff 
Encryption . You will be shown the current selection. 

Adding more files and folders 

You can add more files and folders to the current selection by clicking on them. Once you click 
OK, all the selected files and folders will be encrypted at the end of each session. 

Changing files and folders 

If you wish to substitute files or folders for the ones you have selected, simply click to select and 
un-select as necessary. Then click on OK. 

TO SUSPEND LOGOFF ENCRYPTION 

You may cancel your Logoff Encryption any time. The files will then be encrypted next time you 
shut down or logoff.  

If, on the other hand, you want to stop the automatic encryption process more permanently, all 
you have to do is check the tick-box labelled Permanently suspend Logoff Encryption . The 
files remain selected for when you want to resume securing them, but in the mean time they will 
no longer be encrypted.   



 
 
 
 

 
DeltaCrypt User’s Manual Page 39 of 85 
© 2008. DeltaCrypt Technologies Inc. 

You may also un-select all the files and folders that were set and then click on OK. 

AUTOMATIC RE-ENCRYPTION OF FILES 

(Automatic Re-encryption of files is not available with DeltaCrypt OneClick Solutions.) 

When you double-click to decrypt a One-to-One Encryption (and also a Batch Encryption 
containing only a single file) the DeltaCrypt software will ask for a password and will then 
automatically open the decrypted file using the proper application (i.e. opens it using Word or 
Excel, depending on the kind of file it was). Then, when you have finished with the file and have 
closed it, DeltaCrypt will automatically re-encrypt it using its original public key. (If it is unable to 
find that key, it will ask for a confirmation before encrypting the file with the public key that you 
have set as the default). Finally, DeltaCrypt deletes the unencrypted version of the file in a way 
that makes the data un-recoverable. No original information will be legible if retrieved.  

Warnings: Please note that this function: 
�  Only operates on files that have been encrypted One-to-One  or on Batches of files 

containing only a single file. Double-clicking on a Batch file containing several 
original files will simply cause the files to be decrypted as normal. It will not be 
automatically re-encrypted nor open by their editing software. 

�  Is prevented (as a safety feature) from functioning fully with One-to-One encrypted 
files that are stored within the default encryption or decryption folders as identified 
in your Tools > Options > Preferences . 

�  Will not re-encrypt a file created following a Save As  action.  
�  Will not ask for a password if the password has already been memorized by the 

Secret Key Server (within the delay time set in the Tools > Options > Password 
Memorization)  

�  Is not activated when you choose to Decrypt a file from the Tool Tray, the main 
menu or with a Right Click > Decrypt , so that when you want it, you have the 
option of simply decrypting without re-encrypting afterwards. 

USING AUTOMATIC RE-ENCRYPTION 

Click twice on a file that has been encrypted One-to-One (or use a Right-click >  Execute ). Once 
you enter the correct password, the file will be decrypted and presented to you for editing in its 
native application if already installed on the computer.  

When you close the file, it will be re-encrypted, using the same key that was used to encrypt it 
originally. (If this key is not available, DeltaCrypt will issue a warning message and ask for 
permission to use the default encryption key that has been indicated in your Tools > Options > 
Public Keys ). 
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TO DECRYPT WITHOUT OPENING THE FILE 

Sometimes you will want to decrypt a One-to-One file without opening it. In this case, simply use 
right-click > Decrypt  or open the main menu or Tool Tray icon and select the file. You will, of 
course, have to re-encrypt it manually later if desired. 

TO STOP THE AUTOMATIC RE-ENCRYPTION OF FILES 

To avoid automatically re-encrypting a particular file that you have opened, simply save it with a 
different name using the Save As function. If you know ahead of time that you will not want it to 
be automatically re-encrypted, use a Right Click > Decrypt  and then open the decrypted file in a 
separate action using the Decrypt  button of the application main menu. 

EXPRESS COMMANDS FOR ENCRYPTION AND DECRYPTION 

(Express Commands are not available with DeltaCrypt OneClick applications.) 

An Express Command is designed to automate a specific set of encryption and decryption tasks. 
Express Commands do not require any special programming skills. They allow you, for example, 
to automatically encrypt one or more folders, or one or more sensitive files, with a simple double-
click on the icon. In this way, they complement the Logoff  and Time-Interval Encryption 
processes by automating groups of tasks that occur infrequently. They also allow you to encrypt 
with public keys other than your default public key. Unlike Logoff  and Time-Interval Encryption, 
you may have multiple Express Commands. This section will show you how to create them. 

When an Express Command is created, an icon is placed on your desktop: 

 
Express 
 (Name)

HOW EXPRESS COMMANDS WORK 

Once created, simply click on the Express  icon to launch the pre-recorded encryption actions. To 
decrypt, click again on the Express  icon and type in your password.  

CREATING EXPRESS COMMANDS 

Create as many Express Commands as you need by clicking on the Express Command button 
located on the main menu bar or from the System Tray icon in the task bar.  
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Select Files and/or Folders to Encrypt 

To access a drive or a folder, click on the + sign.  To select a single file or a whole folder, click on 
the square beside its name. When selected, the selection square changes colour. To undo the 
selection, click a second time.  When you select any folder for encryption, each of the files within 
it will be encrypted, as will the files within its sub-folders and sub-sub-folders, etc. If you do not 
select all of the files within a folder, the selection square changes colour half-way. To help confirm 
that everything has been properly selected, the number of files selected is indicated at the bottom 
of the file selection box. 

Any kind of files, created by any kind of application, can be encrypted. No distinction is made 
between one type of file and another, since all information is handled in a raw binary mode.  

Warning: DeltaCrypt will not encrypt the default folders indicated in the DeltaCrypt Tools > 
Options > Preferences , nor will it encrypt anything in the folder into which you installed 
the DeltaCrypt program (normally C:\Program Files\DeltaCrypt). Therefore, be certain that 
the folders you specify for Encryption , Decryption , Public Keys  and Express  are kept 
separate and do not contain any folders or files you want to encrypt.  

 Files that have already been encrypted will be encrypted as part of a larger Batch 
Encryption.  

 



 
 
 
 

 
DeltaCrypt User’s Manual Page 42 of 85 
© 2008. DeltaCrypt Technologies Inc. 

This window may be enlarged if desired, in order to see a larger selection of files and folders. 

Original Files are Deleted 

Express Commands create a single Batch Encryption and delete your original files securely so 
that they cannot be accessed in any way. They stay this way until you double-click on the 
Express Command icon and enter the correct password. 

Choose Public Key for Encryption 

Your default public key as indicated at the bottom of the screen will be used for encrypting the 
files and folders selected.  

Where will I find my files once they are encrypted?  

Your encryption will be saved in the Express default folder specified in your Tools > Options > 
Preferences . The encryption will have the same name as your Express Command name.  

Where will I find my decrypted files? 

Files are always returned to their original folders. 

Naming your Express Commands 

Give a name to your Express Command. This name will be used for the Express icon and for the 
Express encrypted file.  

Finish Creating a New Express Command  

Click on the Ok button at the bottom of the screen to complete the Express Command creation 
process. A confirmation message will appear when your Express Command has been created 
and an icon placed on your desktop. 

EDITING EXPRESS COMMANDS 

Click on the Express Commands  button found on the main menu of your software application or 
in the System Tray icon, then select the Modify  button found at the bottom of the screen. 
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Select the Express Command you wish to edit, and then make the changes you want. Fields that 
do not require information or are not necessary for editing will automatically be disabled. Once 
your changes are made, click on the Ok button at the bottom of the screen; you will be asked 
whether the previous copy may be over-written. (If you do not want to replace the previous 
version, provide a different name before generating).   

Warning: Please note that the edit button cannot modify commands created with versions prior to 
Version 4.0. 

REMOVING EXPRESS COMMANDS 

To delete an Express Command, click on the Delete  button of the Express Command window, 
then select the Command you want to delete.  

PC APPLICATION OPTIONS 

The configuration options that have been set for the DeltaCrypt Encryption Solutions application 
can be consulted and modified by selecting Tools > Options  from the main menu of the 
application, or from the DeltaCrypt icon in the System Tray at the bottom right of your screen.  
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PREFERENCES—DEFAULT FOLDERS AND LANGUAGE SELECTION 

DeltaCrypt Encryption Solutions manage the default storage locations of various items through 
the information presented in the Preference  section of the Tools > Options > Preferences  
window. You may change these default settings to better suit your needs. Changes take effect 
immediately. By default, each of the folders indicated can be found in My Documents\DeltaCrypt. 

Note: Changing your Options will NOT cause DeltaCrypt to move the existing files from the 
locations previously specified in your Options into the new locations. 

Default Folder for Public Keys 

Newly-created Public Keys are stored here; by opening a Public Key file that you have received, 
you can cause DeltaCrypt to add it to this collection. (See the section concerning My Public 
Keys  to distinguish between public keys you have received from other people for sending 
protected files to them, and your own public keys, for which you have the password) 

Default Folder for Encryptions 

When you create a Batch Encryption, you have the option of storing it in its original location or of 
saving it into this folder.  
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Default Folder for Decryptions 

When you decrypt a file, you may choose to place the decrypted files into this folder, to decrypt 
them into the folder that the encryption is in currently, or to return them to their original location 
(which would most likely NOT be appropriate if they did not come from your own computer 
originally).  

Default Folder for Express Commands 

All Express Commands that you create will be stored here unless you move them to another 
location. 

Language Selection 

You may use DeltaCrypt Encryption Software in English or in French. You may change this 
setting at any time, and will see the effect immediately on the screen. This has no effect on the 
functionality of the software. (Should you wish to interact with our software in other languages, 
please speak with the DeltaCrypt sales staff to explore the possibility of customization). 

PUBLIC KEYS – PASSWORD OPTIONS, DEFAULT KEY, PRIVAT E KEY AND DELETING 
KEYS 

DeltaCrypt Encryption Solutions manage the configuration of various items through the 
information presented in the Preference  section of the Tools > Options > Preferences  window. 
You may change these default settings to better suit your needs. Changes take effect 
immediately.  
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Password options – Private Key Backup File  

To create and save private keys in a backup when you generate public keys, you need to check 
the option to activate the public key backup file. This way, each time you create a public key, a 
private key will be generated too. Both keys will be found in the Public Keys default folder. This 
way, not only the publickey password will be needed for decryption but the private key file too. 

Your Public Keys  

This section of the Options window handles two central issues in protecting your files: your 
default public key and the public keys for which you have the password (i.e. the ones used to 
protect your own data and that will allow you to delete your original files). 

Default key for encryption and re-encryption 

The default public key is the one which is preselected when you select files for encrypting. It is 
also used when you encrypt with Right Click > DeltaCrypt , during Logoff and Time-Interval 
Encryption, and with Automatic Re-encryption when the original public key cannot be found. It is 
chosen from among the keys in Your Public Keys . 
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Keys which deletes original files 

The keys which allow original files to be deleted window is provided in order to keep track of and 
display all of the public keys for which you have the password. This is important when you are 
encrypting files to send to a correspondent, using their key, in order to prevent DeltaCrypt from 
deleting original files that you are not able to decrypt. To add or remove keys, use the buttons at 
the bottom of the window. The software does not permit you to add a key to this list unless you 
are able to enter its password. This safety feature prevents DeltaCrypt from deleting the original 
of a file you are encrypting when you do not have the password for decrypting. 

In the Corporate versions of DeltaCrypt Encryption Software, no key can be added to Your 
Public Keys  unless it has the same prefix as is indicated at the bottom left of the DeltaCrypt main 
menu. (“DTI Demo” shows there during the demo period). This provides some measure of 
protection against employees adding their personal public keys created with personal version of 
DeltaCrypt to Your Public Keys , and then encrypting and automatically deleting corporate files 
without realizing that they were making data inaccessible to their corporation.  
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SIGN  

 
 

When you sign a document (encrypted or not), you are offered a choice of hashing algorithms: 
MD5, Sha-1, Sha-256. Choose the one which suits your needs best, in consultation with your 
security advisor. The option you set here will become the default setting. 

SECRET KEY SERVER 

In order to allow you to establish the level of security that is most appropriate for your needs, 
DeltaCrypt provides a Secret Key Server, which memorizes the password you enter for the period 
of time you specify: either for the whole session (until you logoff, restart or shutdown) or for a 
specific number of minutes (the default is 60 minutes). This server can remember the passwords 
for as many public keys as you need to use. The passwords are securely erased from memory at 
the end of the specified period. This function permits you to decrypt documents with a minimum 
of interruption to enter passwords, if this appropriate for your computer environment.  
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When you change the length of time that you want a password to be remembered, all passwords 
in memory are erased and the individual timers start again the next time you enter the password.  

You can remove all passwords from memory immediately by pressing the Erase  button in this 
window. This permits you to go for a coffee break, for example, without leaving your files 
unprotected. 

SYSTEM TRAY 

Since DeltaCrypt takes over Windows’ shutdown when set to automatically perform encryption at 
the end of a session or at timed-interval, you will need to indicate how you want DeltaCrypt to end 
your sessions: to be asked how to end your session each time or to automatically launch 
encryption and turn your computer off. 
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ENCRYPTION ALGORITHMS  

You may choose between AES Rijndael 128-bit,  AES Rijndael 192-bit et AES Rijndael 256-bit. 

 

 

ENCRYPTED BACKUP SOLUTION 

DeltaCrypt Backup Solution prepares a secure copy of files and folders and places these 
encrypted copies in a separate backup folder. This is not a DeltaCrypt standard feature. It is sold 
separatly. 
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INSTALLING DELTACRYPT ENCRYPTED BACKUP SOFTWARE  
 
You will have to install the Encrypted Backup application. Run it to create a public key for 
encryption. 

At installation, DeltaCrypt Encrypted Backup application automatically creates the following 
folders: 

o Within your My Documents  folder, a folder named DeltaCrypt  will be created containing 
the following sub-folders: 

Encryption (default location for Batch Encryptions) 

Decryption (default location for decryptions) 

Express  (default location for Express Commands and Express Encryptions) 

Public key (default location for Public Keys) 

o The DeltaCrypt program folder (created in the location you specified during installation; 
this is C:\Program Files\DeltaCrypt by default). 

REGISTERING YOUR ENCRYPTED BACKUP SOFTWARE 

To register your Encrypted Backup software, you must have access to the Internet and you must 
have installed your trial version. Once you are registered, you will have unlimited use of our 
product. (If the computer on which you are installing DeltaCrypt does not have access to Internet, 
you can perform the same steps by going to the DeltaCrypt web site on another computer and 
entering the product identification number and your email address in the Registration section). 
See the Registering your Pc Software  section for more instructions. 

REGISTERING AN EXPIRED TRIAL VERSION 

When your free trial version has passed its expiry date, you will be required to purchase a license 
and to provide a serial number in order to continue to use the software. Please register as 
described above. There is no need to install another copy of the trial version; you only need to 
register the expired demo software in the Register window that is presented to you. (We 
distribute fully-functional versions of our software for you to try; once they have expired they 
simply stop functioning, except for the registration window). 

CREATE A PUBLIC KEY 

Click on the Create a Public Key  button from the main menu of your application. 

You will be asked to provide a name, and the password to be used to create the key. That same 
password will be required to decrypt any file that has been encrypted with that key. WARNING: 
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No-one, not even the DeltaCrypt programmers, can decrypt a file without the correct password; 
record it safely! (Corporate users are protected by the records kept by their security 
administrators). 

When you create a public key, it is added to the list of Your Public Keys (in Tools  > Options ). 
Whenever you go to encrypt a file, it will be available as a public key for encrypting. 

 

Private Key 

At public key or Master Key creation, you may generate and save a private key file. You will need 
to have configured this option in Tools  > Options > Public Keys > Activate Private Key 
Backup to generate a private key at the same time you create a public one.  

The private key file will have the same name as the public key to the exception of its .drk 
extension. 

This private key is saved in the default Public Keys  sub-folder created by DeltaCrypt installer; 
this being in the DeltaCrypt folder found in My Documents. DeltaCrypt will use this sub-folder as a 
default folder unless instructed otherwise in Tools > Options  then Preferences . Consult the 
section Options  hereafter for more information. 

You will not only need to have the public key password for decryption but you will need to have 
the private key file in your possession. 
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Public Key Password 

DeltaCrypt’s public key is generated from  your password.Therefore, what is encrypted with the 
public key can only  be decrypted with the password from which it is derived. 

Remember the password you use when creating each public key, because THIS PASSWORD 
WILL BE REQUIRED to decrypt any files encrypted with that public key. There is no way to 
recover or rebuild a lost password. (Corporate users are protected by the records kept by their 
security administrators). 

The password you enter can be any sequence containing from 6 to 1024 characters.  Multi-word 
sentences with embedded spaces, punctuation marks, any key, upper or lower case are all 
recognized and accepted as passwords. The longer the password, the greater the level of 
security you generate. Passwords are case sensitive. 

Normally, you must enter your password a second time for confirmation purposes. You can 
eliminate the need for confirmation by checking the option to view the entered password, 
although this reduces your security—be sure your screen cannot be seen while entering it! Then 
click on the OK button. 

As well, it is possible to have DeltaCrypt generate an extremely long password randomly from a 
folder full of documents. For more information, see the paragraphs concerning the Password 
Options under Public key in the Option for Pc applications. 

Expiration 

You have the possiblity to impose a time limitation of your choice. 

Information to identify the owner of the key 

A second screen will then open to prompt you to enter additional information that identifies the 
public key owner.  

Right clicking on a key permits you to validate the integrity of the key itself; it also displays this 
identification data. 
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To finish creating your public key, click on the Create  button. Your public key is a 9 kb file with 
the extension .dpk. 

Public Key Location 

DeltaCrypt’s installer creates a sub-folder called Public Key  for storing your public keys; this is 
located in the DeltaCrypt folder in your My Documents folder. DeltaCrypt uses this sub-folder as 
the default folder unless instructed otherwise in your DeltaCrypt Tools > Options  then 
Preferences.  (See the Options  section). 

SET THE BACKUP COMMAND 
 
Select the Backup  button form the application main menu. A first window will appear to make 
your folder and file selection to backup. 
 
You may create as many User backups you want DeltaCrypt to perform. 
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FILE AND FOLDER SELECTION FOR BACKUP 
 

 

To access a drive or a folder, click on the + sign.  To select a single file or a whole folder, click on 
the square beside its name. When selected, the selection square changes colour. To undo the 
selection, click a second time.  When you select a whole folder or sub-folder for encryption, all of 
the files and sub-folders within it will be encrypted. If you do not select all of the files within a 
folder, the selection square changes colour half-way. All of the selected files will be encrypted 
together into a single encryption file. 

The number of selected files is indicated at the bottom of the file selection box to assist you in 
confirming your selection. This window may be enlarged if desired, in order to see a larger 
selection of files and folders. 

Any kind of files, created by any kind of application, can be encrypted. No distinction is made 
between one type of file and another, since all information is handled in a raw binary mode.  

When your selection is done, click on the OK button located at the bottom of this page. 
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Warning: DeltaCrypt will not encrypt the default folders indicated in the DeltaCrypt Options, 
nor will it encrypt anything in the folder into which you installed the DeltaCrypt program 
(normally C:\Program Files\DeltaCrypt).  

PUBLIC KEY SELECTION  

Locate the public key you want to use to encrypt the backup of your file and/or folder selection. 
Then click on the Open button at the bottom of your screen. 

 

BACKUP DESTINATION FOLDER 
 
A last window shows up and you will need to indicate in which folder you want DeltaCrypt Backup 
Solution to place the backups when done. Then click on the Ok button. 
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WINDOWS SCHEDULED TASKS 
 
To complete the backup process, you need to go to Windows scheduled tasks located on your 
computer in the configuration panel menu.  
 
You may add as many tasks as User backups you want DeltaCrypt to perform. 

Manually create a scheduled task  
 
If you don’t want to use the Scheduled Task Wizard: 
 

1. From the right click menu, select New > Scheduled task.  
2. Once created, double click on the New task  to open it. 
3. Under the Task  tab in the Run section, browse to select DeltaCrypt executable file 

DTICrypt.exe . You should find DeltaCrypt executable file in the DeltaCrypt the folder into 
which the DeltaCrypt program was installed in (normally C:\Program Files\DeltaCrypt).  

4. Add a space  and indicate DeltaCrypt Backup command name: DTIBackup .  
For example, once completed Run could look like this:  
“C���������	
��
���
������������������
�
�	���������  

5. In Task  tab, indicate the User account login name that configured the backup command 
and his access password.  

6. Under the Schedule tab, set the time you want the backup to be done. 
7. Back in the Task tab, check the option to Enable (Scheduled task runs at specified 

time) and finish by clicking on OK. 
 

Warning : 1) Both DeltaCrypt executable file name and the Backup command name have 
to be correctly copied since Scheduled task is case sensitive. 2) It is imperative that the 
User has a password to perform the Scheduled Task. 

Using scheduled task wizard 
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If you are using the Scheduled Task Wizard: 
 

1. Select Create a new Task  and follow the steps of the Wizard  
2. In the application window, browse to select the DeltaCrypt executable file DTICrypt .  
3. Add a space  and indicate DeltaCrypt Backup command name: DTIBackup .  

For example, once completed it should look like this:  
DeltaCrypt	���������  

4. Choose when to execute this task 
5. Indicate the User login name that configured the backup command and his password. 
6. Click on Finish  to complete this Scheduled Task. 

 
Warning : 1) The Backup command name has to be correctly copied since Scheduled 
Tasks is case sensitive. 2) It is imperative that the User has a password to perform the 
Scheduled Task. 
 

And now let the system do the work! 

DUSK FOR USB KEYS, USB HARD DRIVE AND FIREWIRE 

If you travel regularly with your data on a USB key (USB Hard Drive or Firewire), or if you are an 
IT professional who has to work with a variety of workstations, DeltaCrypt has a version which 
permits you to protect your data directly from a USB key or Hard Disk. To encrypt, open DUSK 
application and simply drag’n drop files on your USB Key. And to decrypt, drag’n drop files back 
on your computer.  

Si vous voyagez régulièrement avec de l’information sur votre clé USB (disque dur USB ou 
Firewire) ou si vous être un professionnel des TI devant travailler à partir de différents postes de 
travail, DeltaCrypt offre un logiciel protégeant l’information directement sauvegardée sur votre clé 
ou votre disque dur USB. Pour crypter, ouvrez votre application DUSK et simplement glisser-
déposer des fichiers vers votre dispositif USB. Et pour décrypter, glisser-déposer vos fichiers vers 
votre ordinateur. 

 

INSTALLING ON YOUR USB KEY, USB HDD, MEMORY CARD OR  FIREWIRE 

To function after being installed, DUSK protection needs to be duly registered. Without 
registration, DUSK application will simply not work  

Installation  

You will need to be connected to the Internet to install and register the DUSK application. DUSK 
may also be registered using DUSKWatch in corporate versions. Please contact DeltaCrypt for 
more information. 
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·  Insert the USB key into a USB port.  

·  Double-click on the DeltaCrypt installer icon located on your Pc (make sure not to copy 
the intaller file directly on the USB Key or you will not be able to install the DUSK for USB 
Key application).  

·  Select the language to use for the installation.  

·  When you are asked where to install the program, direct the installer to the USB key, 
using the appropriate drive letter as indicated by the Browse  button. The installer will 
automatically detect if a key is already connected to the computer. 

·  If a previous DUSK version is already installed on your key, you will be invited to proceed 
with an update. If you click on No to refuse the update, the system will proceed with a 
new installation and therefore, files found on your key will be deleted. 

·  After the installation is complete, a message will appear informing you that you need to 
register your license. For evaluation copies, DUSK will indicate how many days are left to 
test-drive the application. 

·  Then click on OK to proceed with registration and enter your email address on DeltaCrypt 
registration section of its website. You will receive to the email address you indicated a 
serial number to incorporate to your application. For more details, consult the Register 
Your Software Application section of the present Manual. 

·  If you have a Corporate Edition, DUSK will ask you to locate a Master Key. You need to 
have your Administrator Master Key in your possession. This Master Kay will allow your 
Administrator to recuperate your files if needed. For more details on the Master Key 
creation, see Create a Public Key section of the present manual. 

·  To conclude DUSK configuring, you will need to enter your email address used for 
identifying purposes.  

The application will ask that you create your User password to open DUSK application on 
your USB drive. You may enter a 6 to 1024 caracter sequence. Sentences with multiple 
words with spaces, ponctuation or any other caracter are recognized by the system. The 
longer the password is, the stronger it will be. You will then need to confirm your User 
password.  
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TO ACCESS FILES ON AN EXPIRED DUSK EVALUATION COPY 

If your evaluation copy has not yet expired, you must remote your files in DUSK before the expiry 
date arrives. Once expired, you will have to purchase a new license to recuperate your files. 

If the evaluation copy has expired and you want to recuperate files, you have to purchase a 
DUSK license and proceed with an upgrade of the expired version on your DUSK device. To do 
so, you will need to install the new license on the key with the expired DUSK evaluation copy and 
when asked, you will have to choose to update it instead of proceeding with a new installation. Of 
course, if you proceed with a new installation, files found in the expired version will be deleted. 
Once the update is complete, you will simply have to register your new license to access your 
files. 
 

USING DUSK USB KEYS 

One has to first begin his first session by creating a DUSK User Password. This password is 
needed to open DUSK protection. 

User password 

At your first session, DUSK will ask you to configure a user password and to confirm it. This 
password will enable you to open up DUSK application in ulterior sessions. 
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HOW TO OPEN DUSK 

Open Windows Explorer and double click on DUSK executable file beside the USB key drive 
letter to launch DUSK. Once launched, you will have to enter your user password in order to open 
DUSK application. 

If DUSKWatch is installed on your workstation, a DUSK icon will appear on your desktop when a 
DUSK protected key is connected to your computer. This icon will launch the application. Your 
user password will be needed to open your protection. 

HOW TO ENCRYPT 

You have to drag’n drop files in DUSK application to encrypt them. Simple as can be! 

Drag’n Drop files to Encrypt  

When you select files for encryption, every selected source (original) file is encrypted individually. 
You end up with as much as one encryption for every original file selected. These encryptions 
keep their original names. This offers the advantage of being able later to decrypt just the one 
encrypted file you need, while all the others remain protected. 

The DUSK window is divided into two parts. The left part allows you to view all of the files on your 
computer and the right part indicates your secured USB Key. To access a drive or a folder, click 
on the + sign.  Select a single file or a whole folder and drag it to the secured USB Key window 
part located at the right of the DUSK screen.  When you select a whole folder or sub-folder for 
encryption, each of the files within will be encrypted as separate files, saving you the trouble of 
selecting each file individually. 
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Any type of files, created by any kind of application, can be encrypted. No distinction is made 
between one type of file and another, since all information is handled in a raw binary mode.  

The encryption is automatically done when files are dropped into the right part of the DUSK 
screen (USB Key). No other intervention is required. 

When encrypting, DUSK creates an encrypted copy of your sources files onto your USB Key. The 
original files located on your PC will remain intact. 

DUSK will append a digital signature on every encryption to ensure its integrity. If the encryption 
is in any way altered, the system will inform you. 

HOW TO DECRYPT 

To decrypt files found in DUSK, you may either double click on each file selection, drag’n drop 
them out of the application or right click on your files and then choose decryption. 

Double Clicking to Decrypt 
 
When you double click on a file located on your USB Key (at the right part of the DUSK screen), it 
will automatically launch its decryption, then open the said file using the proper application (i.e. 
opens it using Word or Excel, depending on the kind of file it was) if such application is installed 
on the Pc.Once you have finished with the file and have closed it or saved it using the Save 
button, DUSK will automatically re-encrypt it.  

Drag’n Drop to Decrypt 

The DUSK window is divided into two parts. The left pane allows you to view all of the files on the 
computer your key is connected to and the right pane indicates files on your secured USB Key. 
To decrypt, select a single file or a whole folder located at the right of the DUSK screen, and drag 
it out of the USB Key to the left window part. When the original file is dropped into the DUSK left 
window part, it will have been already decrypted without any other intervention. 
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You may also drag’n drop files from the right pane representing your USB device directly onto 
your desktop to decrypt. 

 

HOW TO USE THE SEARCH TOOL  

In DUSK main menu, you may click on Search  to enter the search you wish to do. You may also 
click on Searches found in the file structure section of the application. 

 

HOW TO USE A MASTER KEY 

If a User forgets or looses his password to open his DUSK USB Key Protection, the Administrator 
Master Key may come to the rescue.  

To open DUSK Protection on User’s USB key, simply enter Master Key Password instead of User 
Key Password. Administrators may access Users USB Key at all times. 

If a private key has been created when generating a Master Key, the Adminisrator will need to 
check the option to use the private key file in his possession in addition to his password. 

Since the User has forgotten or lost his password, a new User Key should be created to replace 
the lost or forgotten one. To indicate the private key file, you will need to press simultaniously 
F1+Ctrl+Alt: 

 

Since your User must have forgotten his password, he will need to create a new one to replace 
the lost one. 
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FORGOTTEN PASSWORD 

To open DUSK using the Master Key password 

Simply enter the Master Key password instead of the User password to open DUSK application. 
You will then be led to create a new User password. 

To open DUSK at distance 

Click on the « Forgot your password? » and the following screen will appear : 

 

Copy the code found under the « Generated Code from password to send to the administrator » 
section or use the « Clipboard » to transmit this code to your Administrator. He should send you 
back a temporary password. Enter this temporary password in the appropriate section at the 
bottom of the screen and click on the Generate button. 

You will then be led to change your User Password by creating a new one n order to open DUSK 
protection. 

USB KEY MODULE OPTIONS 

DUSK options lets you change the Administrator Master Key or the User Password as needed. 

How to change the Master Key 

Select Options > Master Key . Simply indicate a new Master Key to be used and click on the Ok 
button. 
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How to change the User Password 

Select Options > User Password . You will need to enter your password followed by your new 
password selection and click on the Ok button. 

 

How to replace the User Password if forgotten 

You can change the user password after the Master Key password was entered to open DUSK 
(and indicate a private key file if there is one) instead of the lost or forgotten user password. Once 
opened, you will need to select Options > User Password  then enter a new user password and 
to confirm it. This new password will be required to open DUSK’s next session. 
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Language Selection 

DUSK may be used in both English and French. You may change this setting at any time by 
selecting Options > Language Selection and you will see the effect on the screen immediately. 
This has no effect on the functionality of the software (should you wish to interact with our 
software in other languages, please speak with the DeltaCrypt sales staff to explore the possibility 
of customization). 

 

Encryption Algorithms  

By selecting Options > Encryption , you may choose which algorithm to use between AES 
Rijndael 128-bit, AES Rijndael 192-bit and AES Rijndael 256-bit Algorithms. 
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DUSK-CD FOR CD-ROM PROTECTION 

INTRODUCTION 

The installation is done in 2 steps: 

·  First, the installation of DUSK-CD installer on the computer 

·  Second, the installation of the DUSK-CD application onto a CD-Rom 

Once installed on a CD-Rom, using DUSK-CD, you will be able to: 

·  Burn a protected data on a CD-Rom form your Pc or any network Pcs 

·  Read files on your protected CD-Rom from any Pc 

STEP 1: FIRST INSTALL DUSK-CD ON A COMPUTER 

You must be connected to Internet before starting the installation of DUSK-CD application, and 
you need to have a Master Key (a .dpk file) ready for installation unless this option is not available 
to you (see the Creating a Public Key or a Master Key section). This Master Key will have been 
created by your Administrator. The Master Key will enable your IT Administrator to recover 
encrypted information on your DUSK protected CD-Rom at any time, if needed. 

·  Launch the DUSK-CD Installer setup file, and select your language 

·  Accept license agreement terms and select the installation folder  

·  Start the installation of DUSK-CD Installer on your computer. 

If you are connected to the Internet, your DUSK-CD Installer will automatically register. If the 
automatic registration is blocked by your firewall, you may proceed with manual registration (see 
Registering your Software Application Section). 

You have now completed the installation of DUSK-CD Installer. 

STEP 2: TO INSTALL DUSK-CD ON A CD-ROM 

This step is used to install DUSK-CD on a CD-Rom whether it is right after installing DUSK-CD 
Installer on your computer or simply when you want to protect any new CD-Roms. 

·  Click on DUSK-CD icon to launch the installation of DUSK-CD application onto a CD-Rom. 
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·  To configure the application, you will need to indicate a Master Key (if this option is 
available to you) and you will need to enter your User Key Password. 
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·  When clicking on “Ok” to continue, you will led on insert a CD-Rom to start the 
installation. 
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Once files are installed on the CD-Rom, you will need to click on “Ok” to launch the DUSK-
CD application. 

 

·  Click “Next” to start the installation of DUSK-CD on a CD-Rom using the CD Writing 
Wizard. 
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·  Click “Next” to start burning DUSK-CD application on the CD-Rom. 

When DUSK-CD application is burned, the application is now ready to use unless you choose 
to install DUSK-CD on another CD-Rom. 
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STEP 3: TO USE DUSK-CD ON A CD-ROM 

Insert a DUSK-CD protected CD-Rom into the drive, and you will be asked to enter your User Key 
Password. You may also launch DUSK-CD application by clicking on DUSK.exe found on the 
CD-Rom. 

 

 

Enter your User Key Password as set at installation to open DUSK application.  

Files on your computer will be shown in the left section of DUSK interface. You can drag’n drop 
files you wish to burn from your computer (represented in DUSK left section) to the CD-Rom 
(represented by the DUSK right section).  

Note: Files will be copied to a virtual folder before burning. Files in this virtual folder are 
preceded by an asterisk (*). Virtual folder files cannot be consulted nor modified before 
being burned.  
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When you are ready to burn a protected CD-Rom, click on the “BurnCD” button found in the 
application main menu. Then click on “OK” to close DUSK-CD application before burning your 
CD-Rom. 

 

 

 

You will be led to Windows CD Writing Wizard. 

 

Click “Next” to continue and follow the Wizard’s instruction until the CD-Rom is duly burned.. 
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STEP 4: TO READ FILES DUSK-CD PROTECTED CD-ROM FROM  ANY COMPUTER 

Insert a DUSK-CD protected CD-Rom into the drive, and you will be asked to enter your User Key 
Password. You may also launch DUSK-CD application by clicking on DUSK.exe found on the 
CD-Rom. 

 

DUSK-CD protected files will appear in DUSK-CD right section. You will notice that the asterisks 
preceding these files have now disappeared because data has been duly burned and encrypted 
on the CD-Rom. 

 

To open and read a file on the DUSK-CD protected CD-Rom, you simply have to double click on 
the file. 

Please note that if there is remaining available space on the DUSK-CD protected CD-Rom, you 
will be able to burn additional files in ulterior sessions.  
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You can read this protected CD-Rom and you can burn additional data from any other Pc. 

LIMITATIONS 

·  Data can only be burned on the CD if DUSK-CD Installer is installed on the computer. 

·  There are some restrictions that depends on the media type used, the operating system 
and applications you use:  
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DUSK-CD is incompatible with « Live File System » formatting under Vista 
 

 

TO CHANGE DUSK-CD OPTIONS 

You can change DUSK-CD your User Password, your Language and the Algorithm selections for 
ulterior sessions. You cannot change these options on a DUSK-CD protected CD-Rom.  

To change these settings, using the computer on which the DUSK-CD Installer is found, you must 
select the Start menu > All programs > DeltaCrypt > DUSK-CD In staller > Options . 
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BURNING ERROR 

 

In case of failure while burning data : 

·  Check Write Speed Parameters by right-clicking on the Burner Letter > Properties > 
Recording > Write Speed  

·  Try burning again 

DUSKWATCH TO CONTROL USB KEY USE 

If your organization is preoccupied about data being copied out of its offices, our DUSKWatch for 
Usb device prevention not only will let you decide who has permission to copy your organization’s 
information but combined to the DUSK Drag’n Drop Protection it will ensure that your corporate 
data is protected at all time.  

TO INSTALL AND REGISTER DUSKWATCH 

Start *.MSI and restart the computer at the end of the installation. On reboot, the user will be able 
to use a DUSK protected USB key or HDD and will not permit the use of unprotected USB 
Device. 

If you are connected to the Internet, DUSKWatch registration is done automatically without any 
intervention on your part. If you are not connected to the Internet, you will need to go to the 
DeltaCrypt web site on another computer and visit DeltaCrypt Registration page. You will have to 
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manually enter your email address and the application identification number found under the Help 
> About of the application. 

A serial number will be emailed to the email address you entered immediately after you have 
filled in the required registration information on the web page. (It will be sent to the email address 
that was indicated during the registration process). The email address you use to get a serial 
number is the one that will be associated with your registration in our files, and will be used to 
identify you in the future. Please record this information in a safe place!  

Now go back to your software application in the Help > About section, enter the email address 
that we know you by, as well as your serial number, and click on the OK button. 

USING A DUSK PROTECTED USB KEY OR HDD 

When connecting a DUSK Protected USB Key or HDD, DUSK will prompt you to enter the proper 
user password to open the application. At the same time, a shortcut will automatically appear on 
the desktop (DUSK(X) where X is the USB Drive letter) to facilitate accessing DUSK Protected 
key or HDD. This shortcut will disappear when the DUSK Protected USB Key or HDD is 
disconnected.  

If a user closes DUSK application while the USB Key or HDD remains connected to the 
computer, he may re-open it by double-clicking on the desktop ‘DUSK(X)’ shortcut or by using 
Windows Explorer and double-clicking on ‘DUSK’ icon located on the USB Key or HDD. 

USING AN UNPROTECTED USB KEY OR HDD IN READ-ONLY 

When connecting an unprotected USB key or HDD, DUSKWatch keeps you from accessing such 
unprotected device unless it has the option to read unprotected devices. 

If DUSKWatch has the option to read an unprotected USB device, you will be able not only to 
read files but also to copy them to your computer. Please note that you will not be able to copy 
out files on such unprotected device. 

If you have such option, the following icon will appear in your tray zone when beginning a 
session: 

 

Using this icon, you will be able to active the read-only mode on a USB key. To activate the read-
only mode for the next key to be connected, you need to right click or left click on the icon for the 
following message to appear: 
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To choose this option, you have to right click or left click on the message for selection. Once 
selected, a check mark appears as follows: 

 

 

When selected, the read-only mode is activated and is efficient for the next key to connect. As 
soon as the key is disconnected, DUSKWatch will return in its normal mode to block any 
unprotected USB device.  

Warning – If you already had a key connected to your computer when selecting the read-only 
mode, you need to disconnect it to re-connect it again to read it. 

If the read-only mode is still activated when connecting a DUSK protected key, you will simply 
have to re-connect it to use DUSK normally. 

Prerequisite : 

·  This functionnality is only available up to Windows XP SP2 

·  This functionality is only available for USB keys and HDD. Other mass storage drives like 
Fire Wire will be block. 

 

 

LOG RECORDING 

Our applications allow you to gather different information when using our encryption tools. 

·  PC Applications: 
DeltaCrypt applications gather logs on all copies, encryption/decryption of files found on 
the workstation where DeltaCrypt application is installed. 

·  DUSK / DUSKWatch 
DUSK and DUSKWatch applications gather logs on all access to protected devices as 
well as copies, encryption/decryption of files to better inform you of the device content if 
lost or stolen. 

You will also be able to detect illegal intrusions attempts on any of your workstations 
using DUSKWatch. You will therefore be able to asses which workstations are most 
vulnberable. 
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Recorded logs are available in the Event Viewer found in:  

·  Control panel> Administration Tools > Computer Management > System Tools > Event 
Viewer > Application (under Windows XP) 

·  Control panel > Administrative Tools > Event Viewer > Windows Logs > Application 
(under Windows Vista) 
 

 
 

All these information can be logged on a server using an Event Log Tool as « Log Parser » from 
Microsoft or « ManageEngine EventLog Analyzer » from AdventNet for example. 

HOW TO… 

This section presents some simplified instructions for common tasks. 
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VALIDATE A PUBLIC KEY 

DeltaCrypt Encryption Solutions always verify the validity of the public key being used before 
beginning to encrypt a file, to ensure that it has not been modified in any way. If you want to 
validate a given key directly, right click on it and select Validate . If the key is valid, that will be 
indicated and the name of the owner and their other identifying data will be displayed. 

IDENTIFY THE KEY USED TO CREATE AN ENCRYPTED FILE 

The name of the public key used to encrypt a given file can be determined in one of two ways:  

1. Right click the encrypted file and choose Public Key Name  from the menu; a message 
will appear, indicating the name of the public key used to encrypt the file; or 

2. Right click on the encrypted file and select Properties ; the Public Key  tab shows the 
name of the key, and provides an indication if it is not valid. 

HINTS 

In this section we present some useful ideas to help you enhance your security and useability.  

USE A USB KEY TO CREATE A PHYSICAL DATA-ACCESS SECU RITY KEY 

TROUBLESHOOTING 

When specific issues are detected regarding the use of DeltaCrypt Encryption Software or in the 
interaction between the DeltaCrypt software and the Windows environment, we indicate them in 
this section. If you find something that is not covered here, please let us know at 
info@deltacrypt.com. 

Changing your Windows operating system 

Upgrading your version of Windows will invalidate your registration information.  To solve this 
problem, all you need to do is re-register your application software free of charge on our web site 
(www.deltacrypt.com), using the same email address as you originally used to register the 
software. A new serial number will be emailed to you immediately after you re-register. Simply 
copy this serial number into the Register  window. 
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The Program Won’t Permit Me to Delete my File When Encrypting 

Since version 3, DeltaCrypt has added a feature to protect users from an infrequent but important 
error. Often users want the DeltaCrypt software to delete the original data file after it creates an 
encrypted copy; that way the file can only be opened by someone with the password. To do this, 
the checkbox Delete after encryption  is selected at the same time that the public key for 
encryption is being selected.  Prior to version 3, it was possible to delete the original files when 
selecting ANY public key for encryption, and it sometimes happened that users would select a 
key (usually a correspondent’s public key) for which they did not know the password.  

In order to prevent users from being locked out of their own data by such a mistake, the public 
key being used for encryption must now be contained in the list entitled Your Public Keys  in the 
DeltaCrypt Options  in order to be able to delete the original file. To add a public key to Your 
Public Keys , simply go to the Options  section of the software and add each of the public keys 
for which you know the password. Any additional keys you create will automatically be added to 
this list. With this improvement, the DeltaCrypt software will permit you to delete your original files 
at encryption when it sees that you are using one of your own public keys, and will prevent it with 
an error message if you try to use any other key. 

With version 4 this safety feature was enhanced further: you are required to enter the password 
for every public key that you try to add to the list in Your Public Keys , as a way of confirming that 
you are the owner of that key. 

System Tray Difficulties 

Occasionally a problem in Windows causes icons to disappear from the Tool Tray. If this should 
happen with your small DeltaCrypt icon, follow this simple procedure: Go to the Start Menu  > 
Programs > Startup  and choose the DTITray  option. 

If you can’t see the DeltaCrypt icon, make sure that Windows has not hidden it within the System 
Tray. Windows sometimes reduces the size of this section by hiding from view the icons that have 
not been used recently.  

I’m losing my selection of email / text  

If you have to uncover the DeltaCrypt icon in between selecting your text and clicking on the 
DeltaCrypt icon in the System Tray, Windows can lose track of the text selection you have made, 
and DeltaCrypt will give you a message saying that no text has been selected. Make sure that 
Windows has not hidden the DeltaCrypt icon in the System Tray; it should be visible before you 
try to encrypt or decrypt text or an email. Then select your text again, and choose the option you 
want in the DeltaCrypt icon menu.  

Expired trial version 

When your free trial version has passed its expiry date, you will be required to provide a serial 
number in order to continue to use the software. Please purchase the application and register 
your copy as described above. 

DeltaCrypt won’t encrypt my files/folders…  

1. Check where your files or folders are: if they are within the default folders for encryption, 
decryption, public keys or Express, or within the folder into which you installed the 
DeltaCrypt program (normally C:\Program Files\DeltaCrypt), DeltaCrypt will not encrypt 
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them (this is a safety feature. You don’t want to lose the use of your public keys, for 
example, because of an error of encryption!)  

2. It may be that DeltaCrypt has, in fact, encrypted your files; however if the checkbox for 
Delete After Encryption  is not checked, you will still see your unchanged original file, 
but the encrypted copy may have been created either 1) just out of sight in the same 
folder (if you have just done a One-to-One Encryption), or 2) in the Encryption Default 
Folder (if you did a Batch Encryption). 

3. DeltaCrypt Encryption Solutions permits One-to-One Encryptions to be included within 
Batch Encryptions, but will not re-encrypt One-to-One Encryptions a second time. (Once 
is enough…. This way, you can use an Express Command regularly to encrypt a folder, 
knowing that everything within it will be encrypted, and without having to worry about 
having to decrypt a single file multiple times in order to have access to it.) 

I’m sure this is the right password, but it’s not w orking…  

Make sure that you are capitalising only the correct letters; perhaps the Caps Lock key is on. 

Encrypting Bulleted or Numbered Text from Word-proc essing Software 

Encrypting a section of the text from word-processing software document (using Text and Email 
from the System Tray) might not work correctly if it ends within a section that is formatted with 
automatic bullets or numbering. Because the word-processing software adds bullets or numbers 
for each new line, the encrypted text produced by DeltaCrypt becomes modified, causing it to 
appear to have changed when it comes time to decrypt it. 

There are two solutions: 1) Select text in such a way as to end the selection outside the limits of 
the bullets/numbering, or 2) Encrypt the whole file as a whole rather than using Text and Email 
Encryption. 

Why has the Express Command icon on my desktop turn ed into generic blue square icon? 

Windows displays a generic blue icon when the target file that a short-cut points to has been 
deleted or cannot be found. Likely the Express Command that the shortcut on your desktop 
pointed to has been deleted. 

Why can’t I see my Express Command to modify it? 

If you change the name of your Express Command (and more specifically, if you remove or alter 
the text “Express “ at the beginning of their name, DeltaCrypt will not be able to identify it and will 
not list it in the window for selecting an Express Command for modification. 

File Size Limits or Limits on the Number of Files t o be Encrypted 

The current version of DeltaCrypt Encryption Software can encrypt any number of files (Batch 
and One-to-One) of any size. There is a 64Kb limit for text and email Encryption, due to a limit 
within Windows. 

What are .dti, .dsg and .dpk files? 

When DeltaCrypt encrypts a file, the resulted encryption is named with a file extension (often not 
visible to the user) of .dti. Signature files are identified with the extension .dsg. Public keys 
created by DeltaCrypt have a file extension of .dpk.  

Other questions - FAQ 



 
 
 
 

 
DeltaCrypt User’s Manual Page 84 of 85 
© 2008. DeltaCrypt Technologies Inc. 

Please visit our FAQ section of our website at 
http://www.deltacrypt.com/english/contactus/contact.html or contact us. 

 

KNOWN PROBLEMS 

This section describes problems that have been identified by the DeltaCrypt programming staff. 
We are interested in reports of any other difficulties you may have. If you are reporting a bug, 
please let us know the exact  steps in reproducing this bug. Please be sure that you can 
reproduce this bug before you tell us about it. Indicate the version of Windows, other programs 
that you frequently run when DeltaCrypt is running, and your network setup. Send your report to 
http://www.deltacrypt.com/english/contactus/contact.html . Thank you! 

Certain functions unavailable in Windows 98 

Here are the functions that are not available under Windows 98:  
�  Secret key Server does not function 
�  Restarting the computer produces a Shutdown instead 

Automatic-opening of Encrypted JPEG files in Window s XP 

Double-clicking on an encrypted JPEG file will cause it to be decrypted correctly, but the 
DeltaCrypt software is currently unable to identify the proper software to open it. This is a problem 
only in Windows XP. 

To get past this problem, decrypt the file manually with a Right click > Decrypt , or from the main 
menu. Once the file has been decrypted, double-clicking on it will cause the default Windows 
JPEG editing software to open the file. When you close the file, please note that it will NOT be re-
encrypted automatically.  

USB Version is slower than the regular versions 

Due to the extra time required to access the program on the USB drive, there will occasionally be 
a slight delay in the response time of the USB key version of the DeltaCrypt software. 

ASSISTANCE 

For further assistance, contact DeltaCrypt at 
http://www.deltacrypt.com/english/contactus/contact.html , or visit our web site 
(www.deltacrypt.com), where you can find the latest information about our products, as well as 
resources for support. 
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